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	Introduction & Overview


Note: This report should be seen as a dynamic work in progress which will inevitably contain numerous gaps and omissions. In circulating this draft document I hope to encourage further submissions from industry, government and the charity sector to correct, amend and broaden the scope of the information it contains. The structure and content of this report should not be considered as ‘set in stone’ but as an evolving document.

In recent years, the expansion and increasing access to cheap broadband services, chat rooms and mobile phones has brought the online world – not just into practically every child’s bedroom – but their pockets and schoolbags as well. This has rightly brought concerns about children’s safety to the fore of the online agenda. Whilst these new technologies undeniably have their upside in terms of the wealth of educational and learning materials now available to children, they also risk exposing them to sexually explicit sites/images and increase their vulnerability to online predators. These conditions have also provided the context for children to act abusively towards each other illustrated by rising prevalence of the phenomenon of Cyberbullying. 

Intrinsically, the difficulty lies in determining how to balance these evolving threats against the considerable benefits that the internet can bring to children as a powerful tool for research, socialising and communication. The purpose of this report is to provide an overview of the principal actors and initiatives in the sphere of online child protection as well as highlighting areas of best practice and recommendations from the actors themselves – in order to enhance our understanding of how best we might achieve such a balance. 

Overview:

While the internet can trace its history as least as far back as the 1950s, it was the emergence of the world wide web in the early 1990s, combined with falling costs in the telecommunications and computer industries, that triggered the massive take up of the technology by both businesses and consumers alike. In 1998 less than 10% of UK households (2.3 million) had access to the internet. Today this figure has risen to 61% (15.23 million households) and is growing fast. Of these households with internet access, 84% have a broadband connection. Similarly, in early 1990’s the value of e-commerce in the UK was very close to zero, whereas by 2006 the value of UK e-commerce was estimated to be £130.4 billion – a 29% increase on the same figure for 2005
.

 

Nobody had foreseen the way in which the internet would grow and achieve the kind of ubiquity which it now enjoys. The technology was built for use within and by the relatively cloistered, trusting world of academia and the research community. Certainly the early developers of the technology never imagined that one day soon it would be used to make your tax returns or book holidays in Majorca. In particular they had no idea that it would end up in the bedrooms of 12 year old girls in Peckham. 

 

As a result, since the emergence of the web, Government and the wider policy-making community, as well as the industry itself, have been caught up in a game of regulatory and technological catch up in a bid to adjust to and take full account of the internet as a powerful force for economic, cultural and social change. This process of regulatory and technological catch up has been complicated by two stark yet related factors:

i) Within Government and the wider policy-making community there were initially comparatively few individuals that had any kind of in-depth knowledge of how the technology worked, which in turn resulted in a relative lack of confidence in dealing with the industry.

ii) Government sensed that the internet was going to be important to the UK’s economic future and was consequently reluctant to jump in and regulate, in the light of concerns that this could stifle the potential economic growth everyone hoped would result from its development. 

 

Thus it is not unfair to say that the UK’s policy of self-regulation in relation to the internet was partly a product of necessity rather than choice, but underpinned by a highly pragmatic attitude towards its potential. One of the consequences of this was, in the early days, there was no place where Government, the industry and other interested parties could meet to discuss emerging issues. To the extent that any Governmental agency had a role in relation to the internet it was the former DTI, underlining the Government’s essential attitude at the time which was that the internet was a new technology which promised economic growth. 

 

However it was not long before elements of the criminal world started to exploit the technology for their own ends. In August 1996 the Metropolitan Police brought together an ad-hoc group of Internet Service Providers to discuss how to respond to the first signs of the large scale emergence of child pornography on the internet. This resulted, the following month, in the announcement by the industry to form and fund what later became known as the Internet Watch Foundation. The creation of the IWF represented an explicit recognition by all parties that the state, as such, could and should look to the industry itself to deal with the new problems which their services were creating in society. The following year the DTI was instrumental in creating the Internet Crime Forum (ICF) which carried on the discussion which the Metropolitan Police had started and also started to look at other emerging issues of criminal abuse.

 

At the same time, the first cases of paedophiles contacting children via online chat rooms and grooming them for abuse were starting to get national headlines. In 1999 the ICF formed a special sub-group specifically to look into these chat room cases. Its report in March, 2001 led to the creation of the Home Secretary’s Internet Task Force on Child Protection which very rapidly became the principal focal point for all of the parties with an interest in how the internet and related new technologies impacted on child safety. The formation of the Task Force also marked the eclipse of the DTI as the lead Government Department for these issues.

 

Prior to the creation of the Task Force the only time the different players tended to meet to discuss online child safety was in a TV or radio studio as part of the coverage surrounding the latest case of online abuse against a child. Frequently the media would sensationalise the story and the industry would be on the defensive. This was not a recipe for constructive dialogue or forward movement. The atmosphere was predominantly one of antagonism and mutual mistrust or suspicion. Since the formation of the Task Force there has been a marked change as each of the stakeholders has come to appreciate the others’ point of view. The codes of good practice which the Task Force has developed represent a consensus on how to tackle online child safety and it is difficult to imagine how they would have emerged without the framework for discussion which the Task Force has provided.

 

In the spring of 2007 the Department for Education and Skills (now the DCSF) set up a similar Task Force designed to focus on the growing problem of Cyberbullying. 

In March 2008 the psychologist Tanya Byron published an independent review looking at the risks to children from exposure to potentially harmful or inappropriate material on the internet and in video games.  The report was widely praised for its fair-minded approach. 

The report stimulated a renewal of debate in this area, with several mirror reports published soon after (see below).

Diagram 1:

[image: image2.jpg]OVERVIEW MAP OF PRINCIPAL ACTORS/RELATIONSHIPS IN UK ONLINE CHILD PROTECTION ARENA

Safer Intermet Prograrmme

Cyber Bullying
Taskforce

Child Pratection
Internet
Taskforce

Virtual Global
Taskforce

MET
Specialist Crime
Directorate

Key:
Government =

Law Enforcement £

NGO/Charity = Specialist Australian, Canadiay
Industry = US police Units and INTERPOL





	1.1 - Government & Law Enforcement


	Actor
	Role

	Home Office:
	

	Task Force for Child Protection

On the Internet

website 
	Established in March 2001. The Task Force is chaired by the Home Office and brings together representatives of the internet & telecoms industry, children’s charities, non-governmental organisations, law enforcement agencies, OFCOM, the CPS and Government departments.


	Child Exploitation and Online Protection (CEOP) Centre

website
	Launched in April 2006, the centre is designed to provide a single point of contact for the public, law enforcers and the communications industry to report targeting of children online and offers advice and information to parents and potential victims of abuse 24 hours a day. Based in London with around 100 staff, the centre carries out proactive investigations and work with police forces around the world to protect children. CEOP is now the UK node for the EU Safer Internet Plus programme. The centre also has a number of education initiatives targeting parents and professionals working with children. CEOP is affiliated with SOCA, and its running is overseen by a committee of the SOCA Board. 


	Virtual Global Task Force

website
	The Virtual Global Taskforce (VGT) is made up of law enforcement agencies from around the world working together to fight child abuse online. The aim of the VGT is to build an effective, international partnership of law enforcement agencies that helps to protect children from online child abuse.

The VGT is made up of the Australian High Tech Crime Centre, the Child Exploitation and Online Protection Centre in the UK, the Royal Canadian Mounted Police, the US Department of Homeland Security and Interpol. Jim Gamble, the Chief Executive of the Child Exploitation and Online Protection Centre is the Chair of the VGT.



	Metropolitan Police

Specialised Crime Directorate

Child Abuse Investigation Command

Hi-Tech Crime Unit

website

	Investigates child abuse and deals with paedophile issues across London, working closely with other child protection agencies. The unit provides technical computer support and has the capabilities to arrest and prosecute offenders that target children through the Internet.



	Department for Children, Schools & Families
	

	Cyber-Bullying Task Force

[no website available]
	Established in the spring of 2007, the Task Force contains representatives from a range of different sectors, including industry (internet service providers; mobile phone companies; social networking services), teacher professional associations, children's charities, and law enforcement. 



	BECTA – British Educational Communications & Technology Agency

website
	Created in 1998, this government agency oversees the procurement of all ICT equipment and e-learning strategy for schools. They are also responsible for providing support to the education sector by providing evidence on technological innovation and best practice. BECTA also plays a key role within the HO Internet Task Force sub-group on education.



	EU Safer Internet Plus Programme
website
	Aims to promote safer use of the Internet and new online technologies, particularly for children, and to fight against illegal content and content unwanted by the end-user, as part of a coherent approach by the European Union. They provide co-funding to two European networks (listed below). Each network has a co-ordinator who fosters the European-wide networking between nodes which cover a particular country.



	INHOPE

website
	Created in 1999, INHOPE represents internet Hotlines all over the world, supporting them in their aim to respond to reports of illegal content to make the Internet safer. They act as a public hotline, share intelligence with the
police and share reports about content outside the UK with the relevant hotline in the INHOPE network.  



	INSAFE

website
	INSAFE is a network of national nodes which run helplines and perform awareness raising activities. CEOP is currently the UK node.

	UK Council for Child Internet Safety (UKCCIS) (Partnership between Department for Children, Schools and Families, Department for Culture Media and Sport and Home Office)
	Proposed following recommendations from the Byron review, the UK Council for Child Internet Safety was launched in September 2008. UKCCIS will be responsible for developing and overseeing the implementation of a Child Internet Safety Strategy. It is intended that the council include figures from Government departments and stakeholders, including from industry and third sector. The Government will work with UKCCIS to publish the Child Internet Safety Strategy by spring 2009.

	Phonepay Plus

website
	PhonepayPlus is a regulator dealing with web and WAP services that are often very attractive to kids (mobile content and social networking) or highly inappropriate for them (adult and age restricted content). They have on occasion addressed the nature of content and the risk of inappropriate contact, but most of the focus is on cost/commerce and the extent to which children and others are at risk of deception and loss when buying on web and wap.  In addition to regulatory action they have an information and education arm that includes phonebrain.org.uk, a site specifically for young consumers. They act as Ofcom’s agency in this space.

PhonepayPlus provides a content classification service to mobile networks under a separate contract – under the IMCB banner. This is specifically about matching content classification (from IMCB) with network action to age very customers who want to opt-in to buying adult material. 



	
	


Diagram 2:

The diagram below shows the overlap in membership of the Home Office and DCSF Task Forces:
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Diagram 3:

The diagram below is a map of CEOP and its principal partnerships:
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	1.2 – Non Governmental Organisations & Charities


	1.2.1 Umbrella Groups:


Diagram 4:

Before listing the principal actors in the charity/NGO sphere it is worth noting that there are a number of umbrella groups which have overlapping membership as demonstrated in the diagram below:
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Notes on diagram: Many charities are members of more than one of these umbrella groups. In many instances their efforts to raise awareness of child protection issues can be focussed through these groups, whilst at other times individual charities can foster direct links with relevant government agencies. For example – the NSPCC is a member of both ECPAT, CHIS and the NCVCCO – but also is an individual member of the Home Office Child Protection on the Internet Task Force – and therefore is located in all three of the overlapping circle zones in the diagram above. 

	Actor
	Role

	
	

	CHIS – Children’s Charities Coalition for Internet Safety

website
	A coalition of children’s charities which includes: NCH, Barnardos, Childline, The Children's Society, National Children's Bureau, NCVCCO, NSPCC, ECPAT and StopIt Now!


	ECPAT UK - End Child Prostitution, Child Pornography and the Trafficking of Children for Sexual Purposes.

website

	A children’s rights organisation campaigning against the commercial sexual exploitation of children in the UK and on its international aspects. They undertake campaigning, monitoring & research, and training activities.

	NCVCCO - The National Council of Voluntary Child Care Organisations)

website
	An umbrella organisation whose members are all registered charities that work with children, young people and their families. They range from very large national organisations to small local based charities. Between them they invest over £500 million in direct services. NCVCCO undertakes a range of consultative activities for government departments and other agencies both with members and the wider voluntary child care and family support sector, as well as occasional publications, projects or action research.



	Stop It Now!

website
	Stop it Now! is an alliance of leading children's charities, working with the government and child protection agencies, to promote public education and prevent child sexual abuse.




	1.2.2 - NGOs & Charities, individual listing:


	Actor
	Role

	
	

	IWF - Internet Watch Foundation

website
	The IWF works in partnership with UK Government departments such as the Home Office and the Department for Business, Enterprise and Regulatory Reform to influence initiatives and programmes developed to combat online abuse. This dialogue goes beyond the UK and Europe, to ensure greater awareness of global issues and responsibilities. They are funded by the EU and the online industry. This includes internet service providers, mobile operators and manufacturers, content service providers, telecommunications and filtering companies, search providers and the financial sector as well as blue-chip and other organisations who support them for Corporate Social Responsibility reasons.



	Family Online Safety Institute (FOSI)

website
	The Family Online Safety Institute is an international, non-profit organization of internet leaders working to develop a safer internet. One of its principal initiatives is the ICRA site labelling system. The guiding principal behind the ICRA system is that self-regulation leads to the best balance between the free flow of digital content and protecting children from potentially harmful material.  



	NSPCC

website

	Charity which runs public education campaigns, parliamentary campaigns, and provides information resources on child protection and related topics for professionals, the press and the general public. It offers child protection training and advice for organisations involved in the care, protection and education of children and carries out research into the nature and effects of child abuse. 

	Childline (part of NSPCC)

website
	ChildLine is the UK's free, 24-hour helpline for children in distress or danger. Trained volunteer counsellors provide advice for children and young people.



	Childnet International

website



	Childnet International is a registered charity set up in 1995 with the mission to work in partnership with others to improve child safety on the Internet.  Childnet is a child-focused organization working directly with children and those responsible for children and other organizations and service providers operating around them. Childnet works actively in the area of education and awareness in promoting the potential and opportunities that technology offers to children, and also the key internet safety issues by providing quality advice to children, young people, parents, teachers, and caregivers, to enable children to use the technology safely and responsibly as well as in the promotion of access, awareness, protection and policy.

	Barnardo’s

website

	Barnardo's Policy and Research Team works in consultation with local projects and community groups, along with government agencies and professionals in the childcare world. Their research informs not only their own work practices but also contributes to the development of guidelines and policy at a national level.



	NCH – the National Children’s Charity

website

	Runs more than 500 projects for some of the UK's most vulnerable and excluded children and young people, and their families, supporting over 160,000 people at children's centres throughout the UK. They work with children, young people and families facing difficulties such as poverty, disability and abuse.



	NCB – National Children’s Bureau

website
list of members
	Founded in 1963, NCB is a charitable organisation that acts as an umbrella body for organisations working with children and young people in England & Northern Ireland.



	
	

	
	

	
	


	1.3 – Industry & Corporate Actors:


	Actor
	Involvement in online child protection sphere

	
	

	
	

	AOL


	Member of the IWF, the HO Internet Task Force and the DCSF Cyberbullying Task Force.



	BBC 
	Member of the HO Internet Task Force and the DCSF Cyberbullying Task Force.



	BEBO
	Member of the HO Internet Task Force and the DCSF Cyberbullying Task Force.

	BSkyB 
	Member of the IWF. Works with the IWF in context of it’s Cleanfeed blocking initiative.

	BT

	Member of the IWF and the HO Internet Task Force. The first ISP to work with the IWF in the context of its Cleanfeed blocking initiative.



	Carphone Warehouse
	Member of IWF and the DCSF Cyberbullying Task Force

	Google

	Google UK is a member of the IWF, as well as the HO Internet Task Force and the DCSF Cyberbullying working group.



	ISPA

	ISPA is the trade association for companies involved in the provision of Internet Services in the UK. ISPA was founded in 1995, and seeks to actively represent and promote the interests of businesses involved in all aspects of the UK Internet industry. ISPA currently has over 200 members, representing around 95% of the UK Internet access market by volume. A full list of ISPA members can be found at http://www.ispa.org.uk/cgi-bin/member_list.cgi. ISPA actively seeks to involve its membership in the issues discussed at the various industry groups to which it is itself a member. ISPA supports the IWF by dedicating an award to its work. 
ISPA is a member of the IWF and the HO Internet Task Force.


	London Internet Exchange (LINX)
	The London Internet Exchange is one of the worlds largest internet exchange points (IXPs). LINX 

Is a member of the IWF and the HO Internet Task Force. For a full list of LINX members visit:

https://www.linx.net/about/memberlist.html 



	Lycos
	Member of the IWF and the HO Internet Task Force

	Microsoft

	Member of the Home office Child Protection on the Internet Task Force. Worked with Childnet International on carrying our research on e-safety standards in schools. Its messaging service company MSN is a member of the IWF and the DCSF Cyberbullying Task Force.



	Mobile Broadband Group

Orange, O2, T-Mobile, Virgin Mobile, Vodafone, Three
	Member of the HO Internet Task Force and the DCSF Cyberbullying Task Force.



	Nominet


	Member of the IWF and the HO Internet Task Force.

	O2
	Member of the IWF, the HO Internet Task Force and the DSCF Cyberbullying Task Force



	Orange
	Member of the IWF the HO Internet Task Force and the DCSF Cyberbullying Task Force



	T- Mobile
	Member of the IWF the HO Internet Task Force and DCSF Cyberbullying Task Force.



	Three
	Member of the IWF and the HO Internet Task Force.

	THUS


	Members of the IWF, HO Task Force, work with ISPA on Internet safety issues. Works with the IWF in context of it’s Cleanfeed blocking initiative



	Tiscali
	Member of the IWF and the HO Internet Task Force.  

	Vodafone
	Member of the IWF, the HO Internet Task Force and the DCSF Cyberbullying Task Force.



	Yahoo
	Member of the IWF, the HO Internet Task Force and the DCSF Cyberbullying Task Force.




	SECTION 2: Principal Initiatives


	2.1- Protecting Children Online from Adults:


	2.1.1 - Awareness:


	Child Exploitation and Online Protection (CEOP) Unit:
	Launched by the HO Internet Task Force in November 2006, CEOP created the Think You Know website (www.thinkyouknow.co.uk) – which is designed to raise awareness and provide online information resources to children surrounding the dangers associated with interacting with adults on the internet and via social-networking sites. Information and advice for parents can be found on CEOP’s main website www.ceop.gov.uk.  


	Virtual Global Task Force:
	Via its website, provides advice, information and support to adults and children alike on how to stay safe online. This includes information on how to report abuse direct to the VGT. Over the past twelve months, the VGT has received over 300 reports from concerned adults and children about activity online.



	Children’s Charities Coalition for Internet Safety (CHIS):
	In October 2004 CHIS produced the ‘Child Safety Online – a digital manifesto’ report. This provided a comprehensive overview of the main strategic questions affecting online child protection including political leadership, limits of self-regulation, sentencing guidelines, filtering solutions and industry incentives. The full report can be found at: http://www.nch.org.uk/uploads/documents/Digital_Manifesto_web.pdf 

The report covers both protecting children from adults and from adult content.


	2.1.2 – Detection & Deterrence:


	Child Exploitation and Online Protection (CEOP) Unit:  


	Working across the UK and maximising international links, CEOP delivers what is termed a "holistic" approach to protecting children online. It combines police powers with the dedicated expertise of business sectors, government, specialist charities and other interested organisations – all focused on tackling child sex abuse.

CEOP is made up of police officers with specialist experience of tracking and prosecuting sex offenders working with dedicated professionals from organisations including the NSPCC and Childnet, Microsoft and AOL. Partnerships have been set up across non-government bodies, including:NCH, NSPCC, Barnardos; business (Microsoft, AOL, Serco, Vodafone etc) and UK Government departments (Education and Skills, Home Office, Foreign and Commonwealth Office etc).



	Virtual Global Task Force:
	Operation PIN involves the creation of a website that purports to contain images of child abuse but which, in fact, is a law enforcement site. Anyone who enters the site and who attempts to download images is confronted with an on-line law enforcement presence. The individual is informed that he has entered a law enforcement website, has committed an offence and that his details may have been captured and passed to the relevant national authorities.

Since its launch in December 2003, Operation PIN has captured the details of individuals from a number of different countries who were actively looking for images of child abuse. However, this is not the primary aim of this initiative. Operation PIN is designed as a crime reduction initiative and its real success has been in undermining the confidence of those who think that the Internet is an anonymous place where paedophiles and other criminals can operate without fear of being caught.

The Virtual Global Taskforce has an ongoing commitment to Operation PIN, and continues to work with industry and others to refine aspects of the Operation and make the Internet an increasingly hostile and dangerous place for those seeking images of child abuse.




	2.1.3 – Regulation of access & Parental Controls:


FOSI, ICRAPlus, McAfee
	Mobile Broadband Group:

(Orange, O2, T-Mobile, Virgin Mobile, Vodafone & 3)
	In accordance with its self regulating code of practice published in 2004 – the members of the Mobile Broadband Group have taken steps to ensure that all un-moderated chat rooms accessible through mobile-internet browsers are placed behind a ‘content control’ filter (for more details see section 2.2.2) to protect children from the risks of inappropriate contact and grooming.



	2.1.4 – Reporting services:


	Child Exploitation and Online Protection (CEOP) Unit:  


	Provides a (non anonymous) reporting facility for children and parents to submit information relating to illegal activity with or towards a child online perpetrated by an adult. Reports are processed by police officers within CEOP and if appropriate passed on to its law enforcement partners with the Virtual Global Task Force. Note: CEOP deals predominantly with illegal adult activity towards children online – as opposed to issues relating to child abuse images. These are generally dealt with by the IWF



	Virtual Global Task Force:
	Provides an international online reporting service where children can signal any inappropriate or illegal activity with or towards themselves or another child online. The report will then be relayed police officers in the relevant country and if necessary a specialist investigator can be assigned to the case.


	
	


	2.1.5 – Education:


	Child Exploitation and Online Protection (CEOP) Centre:  


	CEOP has a wide remit to protect children from sexual exploitation online and offline. This includes helping children and young people stay safe on the Internet through information and education. All CEOP’s education resources are delivered under the “Think U Know” brand (www.thinkuknow.co.uk)

CEOP also provides online training materials including videos for children and parents on how to stay safe online. They also run external education courses through their network of affiliate training staff. Their figures claim that in the last 9 months over 1 million children and young people (11-16) have benefited from this programme.  In addition they run courses and conferences for education/childcare professionals.

CEOP is also the Internet safety awareness node for the UK within the INSAFE network of European nodes co-funded by the EU Safer Internet Plus Programme.  A new education and awareness campaign EMPOWER aimed at children, teachers, parents and carers is currently being developed and, by 30 June 2009, CEOP aims to have delivered Internet safety resources into every primary and secondary school in the UK. 


	Children and the Net (Module)
	This is a training module developed jointly by NSPCC and NCH (with Home Office funding), aimed specifically at raising awareness among social workers, probation officers and prison staff about how sex offenders use the internet and therefore how children can be exposed to risk from sexual predators. The programme was developed with the assistance of staff from the prison and probation services, Nottingham social services and the BBC. The package which includes a CD/DVD has been designed for staff working in the prison and probation services and social care.  


	 Childnet International
	Is working on a number of projects which are designed to educate teachers and parents on how best to protect children from both adults and adult content on the internet. I have listed them all in section 2.2(d) below. 




	2.2 - Protecting Children Online from Illegal/Adult Content:


	2.2.1 - Awareness:


	Home Office Child Protection on the Internet Task Force:


	The Task Force has produced a the following guidance resources:

· Good Practice Guidance for the Moderation of Interactive Services for Children 

· Good Practice Guidance for Search Service Providers and Advice to the Public on How to Search Safely 

· Guidance for Using Real Life Examples Involving Children or Young People 

· thinkuknow.co.uk (new window) – a website for young people full of information about staying safe online

· Good Practice Models and Guidance for the Industry, January 2003 –  January 2003
Guidance on chat rooms, instant messaging and web-based services that encourages clear safety messages and advice, and user-friendly ways of reporting abuse.



	Internet Watch Foundation:

	Has been involved in a range of awareness campaigns surrounding the protection of children from images of child abuse:

· Ten Year Anniversary Awareness Campaign 

· Library Campaign 

· INFORM Campaign 
· Wipe it Out Campaign


	EU Safer Internet Plus Programme:
	Eurobarometer on Safer Internet for Children: qualitative study 2007: In a pan-European qualitative study covering 29 European countries, children of 9-10 and 12-14 years old were interviewed in-depth about their use of online technologies, like the Internet and mobile phones, and how they see and deal with risks. To read the 2007 report click here.

Safer Internet and Online Technologies for Children – Public Consultation: This consultation was structured around three topics: Fighting Illegal Content, Fighting Harmful Content & User Generated Content and Online Communiciation The questionnaires focused in each case on specific risk situations for children and dealt with a broad variety of possible measures which could make the internet a safer place. For additional information please click here
The Safer Internet Forum is a European discussion forum for representatives of industry, law enforcement authorities, child welfare organisations and policy makers to exchange experience and knowledge. It provides a platform for national co-regulatory or self-regulatory bodies to discuss ways in which industry can contribute to creating a safer online environment for children and fight against distribution of illegal content, such as child abuse material. For additional information please click here. The 2007 Forum took place in Luxembourg on the 20-21st of June.

.



	NSPCC:
	The NSPCC has run a number of high profile internet safety campaigns. During the NSPCC’s 2001 ‘Tighten the Net’ campaign 2001, 20,180 of their partners in campaigning sent postcards to the Home Office asking the Government to establish a well-funded and properly targeted awareness campaign on internet safety. The campaign, whilst being NSPCC led, was designed to complement the lobbying work of CHIS. The Government agreed to commit £1.5m to funding a public awareness campaign. 

The 2003 ‘Act Now to Give Our Children a Safety Net’ campaign was designed to place pressure on the Government to ensure that all computers sold onto the domestic market should come with child safety software pre-installed and set to a high level.  The NSPCC is currently campaigning again on this issue in 2007 and calling for the pre-installation of internet safety software on all new computers manufactured and sold on the UK market.  

In early 2004 BT confirmed that they had perfected a method for obstructing access to child pornography web sites.  This system, known as ‘cleanfeed’ involved marrying together blocking technology with the database of illegal websites maintained by the Internet Watch Foundation.  BT has recently offered to all ISPs the technical information which underpins their blocking system.  However, although several ISPs have adopted the cleanfeed approach, not all connectivity providers are yet doing this.  The NSPCC has recently launched a campaign ‘Help Stop Child Pornography on the Internet’, getting new campaigners to send postcards to the Home Office to ask the government to require Internet Service Providers to state publicly what they are doing to stop child sexual abuse images. The NSPCC is continuing to lobby around this issue – although they have achieved a commitment from Government that they will ensure that ISPs review this.  



	Children’s Charities Coalition for Internet Safety (CHIS):
	Their 2004 report ‘Child Safety Online – a digital manifesto’ has contributed to raising awareness in this area. Please see section 2.1.1 for a more detailed description and link to the report.

	Department for Children, Schools and Families: Byron Review.
	Published 27th March 2008, the report written by psychologist Tanya Byron set out a fair-minded overview of the risks posed to children. Byron outlined three main objectives for this area:

1. Reduce Availability – Reduce the availability of harmful and inappropriate content, the prevalence of harmful and inappropriate contact and the conduciveness of platforms to harmful and inappropriate conduct;

2. Restrict Access – Equip children and their parents to effectively manage access to harmful and inappropriate content, avoid incidences of harmful and inappropriate contact and reduce harmful and inappropriate conduct;

3. Increase Resilience – Equip children to deal with exposure to harmful and inappropriate content and contact, and equip parents to help their children deal with these things and parent effectively around incidences of harmful and inappropriate conduct by their children.



	IPPR
	Published “Behind the Screen: The hidden life of youth online”, at the same time as Byron’s report. It calls for collaboration and support from peers, youth services, teachers and parents, rather than top-down restrictions and rules dictated from central government. 

	
	


GB group

Behind the Screen

	2.2.2 – Content Regulation 


	Internet Watch Foundation: 


	Carries out a number of activities in this area including:

· Providing a list of key words and phrases to allow Search engines to filter searches for potential illegal content. 

· providing a universal notice and takedown service to UK ISP's for websites hosted in the UK that contain child abuse images, criminally obscene content & criminally racist content.
· Providing a list of verified URL's that contain illegal child abuse images to IWF members who sign up to the Child Abuse Images (CAI) service, which is used to provide effective filtering and blocking to those URLs.
· Operating a universal notice and takedown service to UK ISP's that deliver newsgroup feeds of newsgroups that contain or advertise child abuse images


	Family Online Safety Institute (FOSI):
	FOSI’s ICRA labelling system is a self regulatory initiative. Content providers complete an ICRA questionnaire which classifies their site/content according to criteria such as:

· The presence or absence of nudity

· The presence or absence of sexual content

· The depiction of violence

· The language used (presence or absence of obscenities or ‘strong’ language)

· The presence or absence of user-generated content and whether this is moderated

· The depiction of other potentially harmful content such as gambling, drugs and alcohol

Based upon its site labelling system, ICRA makes a free filter available for individual users. This will block or allow access to labelled sites based on the user's preferences. The ICRAplus control panel is a mirror image of the questionnaire filled in by content providers and thus allows almost direct communication between webmasters and parents. In addition parents can create their own block or allow lists, set up different filtering profiles for different family members and easily override a blocked site that they deem appropriate for their child.

ICRA labels are expressed using the Resource Description Framework (RDF) as defined by the World Wide Web Consortium. ICRA was instrumental in defining this framework and now uses RDF Content Labels, a generic platform designed to support digital labels and trustmarks of all kinds.

The use of RDF means that ICRA labels are part of a much bigger global effort to make sense of the mass of online data known as the "Semantic Web." RSS news feeds, blogs, shared bookmarks and many other technologies are based on RDF and related standards. 



	ISPA: 


	ISPA’s mandatory code of practice states that all its members members should provide a 24-hour law enforcement contact and an Internet Watch Foundation (IWF) contact. 

Most of ISPA’s consumer-facing members block access to the sites listed on the IWF CAI list of illegal child abuse images. ISPA members are in regular dialogue with the Home Office and are working to Vernon Coaker’s target that by the end of 2007, all ISPs offering broadband Internet connectivity to the UK general public would put in place technical measures that prevent their customers accessing websites containing illegal images of child abuse as identified by the IWF. The major search providers already remove these URLs from their search index.  



	BT:


	Launched in the summer of 2004, BT's Cleanfeed system works by blocking access to several thousand websites on a blacklist compiled by the IWF. Sites on the list contain images of child sexual abuse, which are deemed illegal under the 1978 Child Protection Act. 

Note: Currently most ISPs in the UK now work with the IWF to deploy its list of URLs to prevent UK internet users inadvertently accessing child abuse.


	Mobile Broadband Group:

(Orange, O2, T-Mobile, Virgin Mobile, Vodafone & 3)
	In January 2004, the UK mobile operators published a code of practice for the self-regulation of new forms of content on mobiles. In accordance with the code, commercial content that is sold through a mobile phone (such as a video clip) has to be self-classified by the content provider. Content that is classified as 18 is only made available to customers that, through age verification, have demonstrated to the mobile operator that they are at least 18 years old

These mobile operators now issue handsets with an activated ‘content control’ filter which prevents access to 18-rated content when the device is used to browse internet websites. Adult customers who wish to use 18-rated services have to prove their age to have this content control restriction lifted. This content filter also blocks access to illegal child abuse content/sites listed by the IWF. 

Vodafone has also worked with Myspace and YouTube to design mobile-friendly versions of their sites to ensure that children are protected. Vodafone’s contract with YouTube requires them to check all videos before they are made available to mobile browsers. 



	EU Safer Internet Plus Programme:
	On Safer Internet Day 6 February 2007, leading mobile operators and content providers signed a European Framework for Safer Mobile use by younger teenagers and children. The Framework describes principles and measures that the signatories commit to implementing on the national level.

To implement the European Framework, signatory operators and content providers will develop national self-regulatory codes by February 2008. The Commission will monitor and assess its efficiency after 12 months.

To see the full text of the European Framework document click here.

	GB Group
	Released a survey in May 2008 looking at age verification practices. Offers services related to age verification.

	Ofcom
	Ofcom published recommendations to the Mobile Broadband Group (MBG) to consider in its review of the UK Code of Practice for the self-regulation of new forms of content on mobiles.
 

The Code was published by MBG in 2004 to restrict mobile access to adult content for anyone who could not verify that they were over 18.  The Code applies to content provided directly by the mobile operator, commercial content provided by third-party providers and content accessed on the internet. The industry has made a significant investment in this initiative.
 

Following an independent review requested by The Children’s Charities’ Coalition for Internet Safety (CHIS) and the Home Office, Ofcom has found that overall the Code is effective in restricting young people’s access to inappropriate content and is a good example of industry self-regulation.  
 

It has also made recommendations for MBG to consider in its review, including that:
 

-          mobile operators should make more effort to ensure information supplied by retailers, customer services and websites is easy to understand and accessible; 
-          the industry should consider forwarding enforcement data to the Independent Mobile Classification Body (IMCB) for publication on their website;
-          the IMCB that provides the content classification scheme should publish annual reports and minutes of Board meetings; and
-          a voluntary opt-in system is established allowing only “child friendly” content to be accessed by phones used by younger children.
 

The full review can be found here: http://www.ofcom.org.uk/advice/media_literacy/medlitpub/ukcode/
 

The Mobile Broadband Group consultation can be found here http://www.mobilebroadbandgroup.com/documents/mbg_cont_code_rev_condoc_080808.pdf
 




	2.2.3 – Reporting Services:


	Internet Watch Foundation: 


	· Operates and maintains a hotline for the public, police, ISP's etc to report instances of illegal content they find and outside of the police, the IWF are the only "body" in the UK authorised to take such reports 
· Notifies sister Hotlines and international police of websites containing child abuse images assessed as illegal under UK law
The IWF is one of the UK members of INHOPE (see below). Other UK members are the NSPCC, Childline, Victim Support and the Samaritans.



	INHOPE:
	INHOPE an international network of hotlines through which anyone can report illegal content found on the Internet. The hotline will investigate these reports to determine if they are illegal, and if so, trace the origin of the content. If the content is illegal, the hotline will refer this onto law enforcement agencies in the country and also the Internet Service Provider for removal. INHOPE member hotlines work to best practice standards and have the support of Law Enforcement Agencies, local governments and child welfare organisations.

Because of the international scope of the internet sites can be accessed from anyone anywhere in the world. For hotlines, even though illegal content may be reported by someone in their own country, often when traced, the site can be hosted somewhere else. This is where INHOPE comes in. With 28 member hotlines in 25 countries around the world, once the source is traced hotlines pass reports over to the relevant country. For example a case of illegal content reported in Germany but traced to the UK, will be passed onto the UK hotline for further investigation and action.

INHOPE members have set processes in place for exchanging reports to ensure a rapid response is taken. For countries where there are no hotlines, the report will be passed onto the local Law Enforcement Agency.




	2.2.4 – Education:


	Home Office Child Protection on the Internet Task Force:

Education Sub-Group

.

	NOTE: As part of a review undertaken by the Home Office Task Force for Child Protection on the Internet, BECTA's existing Safe use of ICT in education group has become the education sub group of the Home Office Task Force. The group focuses on education and e-safety issues and the new sub group will report directly to the Cabinet Office, putting the issue of e-safety at the very centre of Government.
In March 2007 BECTA produced the following publications:

Safeguarding children online: a checklist for local authorities and local safeguarding children boards
Safeguarding children online: a guide for local authorities and local safeguarding children boards


	Childnet International:
	Educating Educators - Following a four month evaluation of Key Stage 3 Materials for initial teacher education carried out with Microsoft, Childnet (in conjunction with the Training and Development Agency for Schools (TDA), Becta and Microsoft) developed two sets of interactive resources one for trainee teachers and the other for practising teachers, building on the range of Know IT ALL resources also available for schools, volunteers and parents.
· ‘Know IT All’ for Trainees comprises a guide, lesson plan and short impactful film for tutors on a DVD, which provides everything needed to deliver face-to-face e-safety training to trainee teachers within a single lesson. A supporting website for trainee teachers also contains resources to use on teaching placements and materials to support further study. 

· ‘Know IT All’ for Teachers includes a DVD for self-study, including a short impactful film followed by questions for teachers to consider, plus advice leaflets for teachers and other adults working with children. The supporting website also explains technology issues and provides links to further resources on a range of child safety issues. 

The need for these resources was identified following extensive research commissioned by Childnet and its partners. The study was undertaken by academics at teacher training institutes in 2007 involving 400 trainee teachers reviewing existing internet safety resources already used in secondary schools. The results highlighted that e-safety needed to become an integral part of teacher training and that schools required greater support in the classroom. Know IT All for Trainees and for Teachers was developed in response to these findings.

‘Know IT All’ for Trainees is being distributed (in DVD format) to every initial teacher training provider in England; the supporting website for trainees is available via the Childnet website at http://www.childnet.com/kia/traineeteachers/. The ‘Know IT All’ for Teachers DVD is made available to maintained secondary schools in England free of charge through the DCSF Publications system and further information and support is available at the Childnet website at http://www.childnet.com/kia/teachers/.

Educating Parents - The Know IT All for Parents interactive resource (www.childnet.com/kia) produced by Childnet for the ‘Computers for Pupils’ initiative has been significantly updated to include new material on cyberbullying and social networking and interactive material which parents can share with children and young people (written and presented by children themselves), as well as a summary of the guidance translated into 9 different languages including Welsh and BSL. There is also a new section for teachers on how to use KIA in the classroom and among parents. 

The DCSF has made this resource available for schools in England to order free of charge in bulk quantities to use in schools and give to parents. 1 million copies were distributed in the first 6 months including 200,000 copies which have been distributed free of charge by PC WORLD which is also preloading the content onto computers they sell specifically for the home market.  A new print run of this resource is currently in production.

Childnet is keen to make KIA available for schools in N.Ireland,Scotland, and Wales to order free and had already given permission for all the content to be loaded onto the school network in N.Ireland. In addition Childnet has had requests for use of this material from abroad including Malaysia, Malta, and Egypt.
Other activities - In addition to these specific initiatives Childnet continues to run school activity days and training for both teachers and parents through its KIDSMART programme. See www.kidsmart.org.uk and to hear directly from children and parents about their experiences, concerns and issues through its www.chatdanger.com website.



	ISPA:
	ISPA members are committed to making parents and carers aware of how children can be safer when using the Internet. Their consumer-facing members offer guidance on their websites about what parents should know and do to ensure their children use the Internet safely. This includes providing information about chat rooms and social networking sites and offering parents information on the necessary steps to take if they suspect their children have encountered a problem online.  ISPs also provide customers with the appropriate tools to set up parental controls and offer information on initiatives such as Get Safe Online and organisations such as the IWF and CEOP.




	2.3 -  Protecting Children from each other:


	2.3.1 - Awareness:


	T-Mobile/NSPCC:
	On the 6th June 2007 T-Mobile has launched a dedicated section on its website covering the issue of mobile safety for children, with input and advice from the NSPCC (www.t-mobile.co.uk/adviceforparents). 

Aimed at those buying a mobile for use by a child, the site provides information on the safeguards T-Mobile has put in place to protect children and offers tips and advice on how to keep them safe when using mobiles.  Areas covered range from protecting children from inappropriate content to dealing with SMS bullying. 




	2.3.2 – Content Regulation:


[Content to be added]

	2.3.3 – Reporting services:


	IWF
	If you or your child receive a picture which has been downloaded from the internet that you think is potentially illegal (such as child abuse images, criminally obscene content and criminally racist content), you should contact the Internet Watch Foundation (IWF).

If the IWF believes the content is potentially illegal, they'll notify the service provider hosting the content and tell them to take it down straight away. They'll also report the offence to the police.



	CEOP
	According to CEOP’s 2007 Strategic Overview report – an  average of 17% of reports submitted via the CEOP and VGT websites relate to abusive language and harassment which is tantamount to “cyberbullying”. It is evident from these figures that whilst bullying does not strictly fall within CEOP’s investigative remit, it is naturally an area of great concern for children and young people.



	NSPCC/Childline
	Data from the NSPCC reveals that of contacts made to Childline in the 2005-6 financial year, 33% concern mobile phone related bullying, 16% to bullying online. 


	Tesco Mobile
	Tesco Mobile has a 24-hour service for young people being cyberbullied. Children can text the word ‘bully’ to 60000 to receive advice and support. The cost of texts is donated to NCH.



	BT
	BT has a freephone number offering recorded advice – 0800 666 700. You can also call free on 150 for personal advice. If the problem continues, contact your nearest BT bureau on 0900 661 441 during office hours. They deal with malicious and nuisance calls and may suggest tracing future calls or changing your number.



	O2
	The specially trained team at O2’s Nuisance Call Bureau can be contacted by email or by calling the Customer Service Department on 0870 5214 000. O2 also has useful online leaflets.



	Vodafone
	To combat Cyberbullying Vodafone offers a ‘RespondPlus’ service, where an operator will answer your calls for you, take a message and text it to you.

Vodafone have also been researching the effectiveness of a piece of software developed by 2ergo (a specialist communications company) during trials in a school in Manchester. The software allows pupils to report bullying anonymously. There are plans to expand this trial programme to other schools.



	2.3.4 – Education:


	Childnet International
	Research by the DCSF last year revealed 34% of young people had been the target of cyberbullying.  In 2007, Childnet was commissioned by the Department for Children, Schools and Families to produce advice and guidance for schools on preventing and responding to cyberbullying.

Childnet worked in close consultation with a wide range of sectors including children and young people, schools, industry, law enforcement, professional bodies, parent groups and child welfare organisations to produce this guidance. 
The comprehensive guidance:
         Helps schools recognise what cyberbullying is

         Helps schools recognise how it is different from other forms of bullying

         Outlines the steps schools need to take to help prevent cyberbullying and to respond to incidents appropriately 

         Represents a positive ‘Whole-School Community’ approach to addressing social problems online

         Encourages children, young people and schools to model the constructive use of technology, and to create and engage in safe communities

Childnet also produced a DVD resource which can be viewed by pupils, staff and parents, to help build a whole-school community approach to dealing with this problem. This film is accompanied by guidance for teachers and aims to provide teachers and schools with resources which they can use to cover the issue of cyberbullying in the classroom and which can be used with students to help sensitise them to the issues and recognise the pain and hurt which can be caused through cyberbullying - as well as how they can play an active part in fighting it.  
 

The film called “Let’s Fight it Together” is available on Childnet's website at : http://www.digizen.org/cyberbullying/film.aspx and the DCSF further commissioned Childnet to make 40,000 copies of this important education resource on cyberbullying so all schools in England can order this free of charge.  In the period May - mid July 2008, DCSF received requests for 21,225 copies of this valuable resource in addition to the 500 requests ordered directly from Childnet. 
In conjunction with this work, Childnet also launched a unique website called Digizen, a composite of the words digital and citizen, which is aimed to support and showcase young people’s positive social engagement and participation online including an overview of the full guidance document, the film, and other responses to cyberbullying.  

The site also hosts a research project which aims to provide better support information, advice and resources for teachers and parents around young people’s use of Social Networking Services (SNS) such as Facebook, MySpace and YouTube.


	SECTION 3: Current Areas of UK Good Practice


IWF Submission:

At an international level the IWF has long shared its best practice with other Hotlines through the INHOPE association and has been calling for increased international cooperation between the public and private sectors, increased adoption of notice and take-down arrangements between Hotlines and ISPs as well
as sharing its experience of the blocking initiative and working to increase awareness of the effectiveness of the self-regulatory approach. It also has promulgated the advantages of Hotlines sharing lists of child abuse URLs, a centralised European database and a European or international initiative to take shared ownership of child abuse websites which 'hop' server and therefore law enforcement borders in order to evade detection, investigation and removal. A united international law enforcement approach would transcend jurisdictional boundaries when combating the longevity of these persistent commercial child sexual abuse websites.

A number of these issues have also received recognition and endorsement from
international bodies, including: 

Former UK Home Secretary, John Reid, in Brussels, 2006, called for a European-wide push to remove and block access to child abuse content online. In 2006, the EC's new safer internet action plan concluded that best practice and CAIC lists should be shared internationally. The Congress report (Sexual Exploitation of Children over the Internet, Committee on Energy and Commerce, January 2007) concluded that IWF and NCMEC should share CAIC lists and US ISPs should consider emulating UK blocking measures. The EC communication in May 2007, "towards a general policy on the fight against cyber crime", called for international cooperation public/private sectors, a united international law enforcement approach and coordinated action across EU involving the Commission and Member States.

ISPA Submission:

ISPA feels that the IWF model and its associated success in reducing the number of sites hosting child abuse images in the UK whilst increasing the rate of illegal sites blocked – constitutes a clear example of UK best practice which should be exported internationally. In particular, the IWF approach of fostering close and effective ties with relevant industry partners and of promoting self-regulation as the first option, as opposed to immediately embracing the legislative option, is seen by ISPA as a scheme which is both realistic and effective in servicing its core aims.
	SECTION 4: Areas for Improvement


In this section I will summarise any suggestions/feedback I have received concerning the principal challenges/obstacles to effecting progress in the Online Child Protection arena – as well any recommendations as to which areas need specific attention or improvement. This fleshing out of this section will be dependent on the submissions that I receive from third parties as presenting my own analysis here would be inappropriate in this context.

IWF Submission:

The concept of an EU child abuse URL database project needs to be realised to facilitate more effective targeting of EU resources. It would also enable the development of an improved understanding of the extent, spread and trends in potentially illegal content. It is vital that key organisations and stakeholders are aware of the scale of potentially illegal content in order to target resources and respond to trends. As a by-product, the database could also be used to supply data to European service providers who voluntarily wished
to filter child abuse material to protect consumers 

Consideration should be given to removing domain names that are clearly linked to child abuse material. Nominet, the .uk domain name registry, works in partnership with IWF to minimise the risk of any domain name implying that child abuse images may be available. Nominet has also been active in trying to ensure
that registration details are accurate. However, internationally, evidence appears to suggest that some of these types of domain names are registered with false information. Where possible domain name registries should adopt the good practice and partnership working that Nominet provides in the UK. 

To be effective across the EU, the network of Hotlines and other initiatives need high level political support and resourcing. The UK government chairs a multi-agency Internet Task Force which brings together a whole range of stakeholders who have a collective ambition to make the internet a safer place for children to use. This model is seen as good practice and might be considered as a worthwhile model to replicate in an
intense effort to tackle the wider problems of potentially illegal online content. 


The network of Hotlines provides important local knowledge and contacts to assist in an international response to the tracing and more efficient removal of potentially illegal content. As a consequence of their special knowledge and relationships, within their nation states, the network of Hotlines is a reliable, trusted and credible source of information. It would be a significant achievement if Russia were to establish a Hotline to help combat the abuse of Russian networks hosting online child sexual abuse content.

Please refer to the statistics in the IWF Annual Report 2006, which gives a breakdown of where potentially illegal child sexual abuse content in processed reports appears to be hosted. The figures for 2006 indicate that 54.3% appears to be hosted in the US and 28.2% in Russia.

NSPCC Submission:

Recommendations:

Although a great deal has already been achieved in the UK, there is no doubt that there is still a great deal more to do.  The NSPCC would like to make the following recommendations:

· The NSPCC believes that there is a real need to reengage with the work of the DfES.  More resources need to be devoted to outreach with parents so that they can engage with and support their children’s use of the internet at home. There is also a need to ensure that all schools are teaching internet safety as part of PSHE and that teachers are adequately trained.  The NSPCC considers that internet safety should be part of PSHE and that this is a compulsory part of the school curriculum.  Children and parents should be better educated so that fear of the Internet does not deprive children of the valuable educational opportunities the Internet can provide. Some of this work is currently being carried out by CEOP but this needs ongoing work and support.
· Encourage different levels of Government to develop a shared understanding of risks and the links between abuse in the online and offline environment
· All computer manufacturers and retailers active in the domestic market should pre-install safety software on all new PC’s.  

· The government should require all ISPs to state publicly what they are doing to support child safety and block access to child abuse images.  The Government are now committed to encouraging greater take up of ‘cleanfeed’ solutions and will be reviewing industry take up at the end of 2007 with a view to enforcement.

· To lobby industry to ensure they are providing suitable education for their users and high standards of safety and security on their services. 
· To lobby government to introduce a code of regulation for location based services on mobile phones.
ISPA Submission:

We need to strive towards better standards of nationwide Internet safety. This might include:

· Updating the National Curriculum with an e-safety component to ensure all children receive a decent level of education with regard to using the internet.
· Stronger and better engagement with parents/carers who have ultimate control over their children's use of the Internet.
· A greater focus on the use of parental controls and a greater emphasis on raising parental awareness of how to use these safeguards effectively.
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Note: because this diagram focuses on NGO/Charity actors a full list of the members of the HO Task Force is not displayed – for a full list please see previous diagram


















































































































































� All figures regarding UK internet access and e-commerce cited here are available from the Office of National Statistics website – � HYPERLINK "http://www.statistics.gov.uk" ��www.statistics.gov.uk� 
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