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Fighting The Cyberwar Against Terrorism

“The first programme in the BBC Series on "The New Al Qaeda" (on Monday 25th July) illustrated the urgency of the need to give the police the resources to track and trace those who use the Internet to ensnare those who are alienated from society and turn them from sympathisers into enthusiasts and then fanatics.” So said Margaret Moran MP, chair of EURIM, the all-party Parliament Industry Group which has been conducting a ground-breaking, two year study, on computer assisted crime.  

“It was apt that the programme was followed by "The Siege of Darley Oaks Farm" because the Animal Rights activists and other extremist groups are known to use similar techniques, as do paedophile rings similarly seeking to attract and "groom" their victims. Meanwhile reputable service providers are often frustrated by their inability to co-operate effectively with the police in tracking and tracing illegal traffic across boundaries.

“We urgently need to update and strengthen the penalties under the Computer Misuse and Data Protection Acts, to enable the cross-border co-operation routines for extraditable offences to be used to help track and trace illegal traffic, including those who access files of personal data to help identify victims for targeted acts of terror as well as of fraud.

“We also need to provide effective frameworks to enable the police to use the skills and resources of those who run the Internet to help identity and record what is happening, when it is happening.  This raises serious issues of accountability as well as the need for common training and protocols but some form of routine to enable computer experts to be used as "limited warrant specialist constables" or "community support officers", as in done in the United States, appears long overdue."

The published papers from the two year EURIM-IPPR Study on “Partnership Policing for the Information Society” can be found at www.eurim.org.uk/activities/ecrime/outputs.php  

EURIM is now working on a forward programme to ensure the necessary political support to turn recommendations into action. 

For editorial comment please contact the office of Margaret Moran MP, tel 01582 731882, moranm@parliament.uk
For information on EURIM in general please visit www.eurim.org.uk and for that on the EURIM work on E-Crime contact the Secretary General, Philip Virgo on 020 8761 5926, virgo.philip@eurim.org       

