	E-Crime and the Regulation of Investigatory Powers Achievements to April 2003
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EURIM set the agenda for secure electronic free trade 

In 1996 EURIM organised a group of large and small suppliers and users, with observers from the Law Commission and DTI, to look at the political issues raised by the expected transition of international electronic trade from private networks to the Internet. That group identified the need for a proper balance to be struck between the business need for an adequate level of security of information and the requirements of national security and law enforcement. Trusted Third Parties, while a key element of any solution, were only part of that solution. Any regulations imposed should not unduly expose the honest trader or citizen to fraud resulting from them being unable to use controls of adequate strength. The priority was to establish processes relating to integrity, authentication and non-repudiation as the basis for trust in electronic commerce. The group then worked with the Bill team for the Electronic Communications Act to ensure that it was indeed focussed on that which was necessary. A major task then and since has been to educate successive generations of officials. Career rotation means that those who have came to understand what is practical are replaced every year or so by a another generation which believes in the promises of those whose prime concern is to promote encryption technologies, with all their demands for increased processing power and bandwidth, or new surveillance technologies, with their even greater demands.    

Putting the Regulation into RIPA

The need to educate officials and politicians was at its most acute with regard to the Regulation of Investigatory Powers Act and the DTI regulations on the Lawful Interception of Business Communications. In both cases the industry input to the original consultations was poor. In both cases those responsible for the original consultation were separated from those responsible for implementation by two or more staff rotations. Some were secondees with little or no experience of working with the electronic communications or security communities. They were unaware of the potential impracticality or controversy of the proposals they had been told to draft. They greatly welcomed the opportunity of off-the-record workshops with those who wanted to help them find ways of achieving shared objectives in the fight against crime and terrorism and the DTI regulations were re-written to short order after a EURIM member provided a case study of the cost and practicality of applying them to just one of the call-centres for whose electronic security he was responsible.  

Consultation over the implementation of RIPA with regard to interception and surveillance powers is now well advanced but that regarding the retention and access to communications and other information has been complicated by widespread ignorance as to the number of statutory authorities which already claim investigatory powers under past legislation. EURIM is now working with Home Office officials to help structure consultation on the codes of conduct and procedures (not just for judicial oversight) and skills requirements for all those (including agencies and regulators) claiming such powers (not just under RIPA) and those they employ (directly or indirectly). We have also agreed to organise a workshop on the international issues (including applicable law and the meaning of mutual assistance). 

Building Co-operation in the Fight against E-Crime

For some years debate on the issues of electronic crime has been fragmented across a variety of law enforcement and industry forums - we have counted 37. Each has its own agenda and a greater or lesser degree of tunnel vision. After the 2001 election EURIM agreed to seek to open political debate on the need to review the balance of roles and responsibilities between government, law enforcement agencies, regulators, industry and individuals in prevention, investigation and redress. In 2002, after launching “E-Crime - a new opportunity for partnership”, EURIM met with the minister responsible and subsequently organised a workshop with his officials at which the need to look at policy in the following areas was identified: roles and procedures for investigation, designing out opportunities for e-crime, security and forensic skills, legal issues (both national and international), reporting methods and structures. A road map of the various players involved in policy discussion, let alone in prevention and detection, was also needed. A particular concern was the gulf in understanding and expertise between large firms able to look after themselves and the many small firms without in-house expertise. On May 1st 2003 we launched a major exercise in co-operation with IPPR to address all of these issues and set the political agenda with a mix of workshops, events and reports over the course of 2003 - 4. Participation is invited from all with relevant responsibilities and experience, whether for their own organisation or for their customers or clients.
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