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	EURIM – IPPR E-Crime Study

Partnership Policing for the Information Society

	Sixth Discussion Paper

	Building Cybercommunities: Beating Cybercrime

The Organisation of Internet Policing

	1)
	Introduction and Summary of Recommendations

	The impact of the Internet has been compared with that of the railways in the 19th Century - only more so. The railways accounted for over half the reported theft in the UK by the time the disparate security services of over a hundred companies had been brought together as British Transport Police. The Internet shrinks timescales. The cost to industry and individuals of electronically-assisted crime is said to have already far outstripped that of physical crime.

Governments and regulators around the world have responded by saying that the same laws apply on-line as in the physical world and by attempting to monitor and control the use of the Internet. But those laws and their enforcement follow geographic boundaries. Internet crime crosses all boundaries: regional, national, regulatory and judicial. Governments have yet to provide their law enforcement agencies with the skills and resources to handle e-crime within their own boundaries let alone to organise co-operation across boundaries on a routine basis. Unless and until they do so, they need to provide industry and individuals with effective frameworks that enable them to work in partnership with law enforcement to protect themselves and to obtain redress.

The British tradition of democratically accountable policing, the position of London as a trusted location for resolving international disputes, and the Presidency of the EU and G8 in 2005, give the UK the opportunity to bid for global leadership as the safest place to do e-business, provided we also make it the most efficient hub for enforcement and redress. That means we have to put our own house in order, applying the objectives of the recent White Paper, Building Communities, Beating Crime, to the virtual communities of the Internet. This discussion paper will “explore further” with regard to “those crimes which by their very nature are not confined to geographical force areas …[and the] … case for certain forces to lead on those crimes and proactive investigations for which there is no obvious territorial lead.”

The main recommendations are for step by step progress, building on existing structures, to create:



	1) Non-geographic Internet crime and disorder partnerships (CADDIES) supported by a shared secretariat, covering for example: Child Protection, Communications and Financial Services, Infrastructure Protection (linked to NISCC) and Major Attacks (linked to SOCA), linked to joint (law enforcement and Industry) investigatory teams with international, as well as national, resources. 

2) A central reporting and information clearing service for Internet incidents (see The Reporting of Cybercrime} which also publishes guidelines on investigatory processes and what to report to whom.

3) Routines for the accreditation of industry staff and civilian volunteers to work alongside law enforcement in joint investigatory and prevention teams, local, national and international.

4) Support for London as an international centre for Internet policing and disputes resolution. 

5) Democratically accountable third party governance routines for non-geographic policing.

	2)
	From Conflict over Priorities to Partnership

	When the Internet became a critical part of the world communications infrastructure it also became the most regulated and policed medium the world has ever known. Agencies and regulators around the world sought to apply the same rules on-line as off-line, commonly with neither the skills nor resources to do so and without considering the need for cross boundary co-operation. In consequence, criminals ply their trade almost unscathed while legitimate users become frustrated with the displacement activities of fragmented and conflicting national and local governance and policing agencies.

There are major differences of resource and understanding between law enforcement, industry (both users and suppliers) and those who built and maintain the products and services that collectively comprise the Internet. Effective policing requires active co-operation, not merely consent, across cultural as well as legal, regulatory and organisational barriers. The respect and trust necessary for such co-operation have to be earned. They are not created by diktat from on high.

Those looking at the issues within the UK include: Home Office (Internet Crime Forum, Digital Evidence Group, Child Protection Task Force, RIPA Implementation Team, the Technical Assistance Centre, plus the relevant ACPO and PITO groups and NISCC); DTI (including Computer Security and SPAM plus FSA, Ofcom, OFT etc.); DCA (including OIC); Cabinet Office (including CSIA); DfES (and the relevant Sector Skills Council and funding and qualifications agencies); plus the various non-statutory, industry and professional groups (users as well as suppliers).

Meanwhile public sector budgets for law enforcement and crime prevention indicate clear priorities:



	The War Against Terror

	The main priority for Central Government funds and law enforcement resources is the investigation of Islamic extremists, although animal rights activists terrorise many more Britons. Unlike the fight against the IRA after the Brighton bombing, the resources devoted to Al Qaeda appear to have grown, rather than decreased, over the three years since 9/11.



	Intelligence Led Policing

	The case for the Regulation of Investigatory Powers Act was expressed largely in the context of intelligence led policing against drug trafficking. The National High Tech Crime Unit was tasked to help develop regional computer crime units to address e-crime at all levels, but its prime role was with regard to serious and organised crime. This focus can be expected to increase when it becomes part of the new Serious and Organised Crime Agency.



	Cost to Legitimate Business

	E-crime, from the automation of traditional frauds to the damage caused by denial of service attacks and vandalism, now appears to be costing business very much more than physical crime.  Private sector electronic security budgets are commonly many times those for physical security and indirect costs, such as those of lost business, are also mounting rapidly.



	Anti-social Behaviour

	The recent White Paper, Building Communities, Beating Crime, has three broad objectives at its heart:

· the spread of neighbourhood policing for the 21st century to every community, with improved police responsiveness and customer service;

· the further modernisation of the policy workforce to ensure that the service is fully equipped and able to deliver these changes;

· the greater involvement of communities and citizens in determining how their communities are policed.



	The reference to the Internet and its cybercommunities comes in Paragraphs 5.59 and 5.66, which refer to the need to “explore further” with regard to “those crimes which by their very nature are not confined to geographical force areas..[and the]…case for certain forces to lead on those crimes and proactive investigations for which there is no obvious territorial lead”.

Current and proposed policing plans appear to be based on an assumption that Internet-assisted crime, as well as the need to analyse and present digital evidence related to traditional crime, can be handled by changing structures without providing additional funding.  The cyber-equivalent of community policing has to address problems from text bullying in schools, through chat room behaviour, to on-line fraud and loss or theft of identity.  The budgets available, including for child protection and related Internet safety awareness campaigns, are modest in the extreme.  Meanwhile, the ACPO National Strategic Assessment indicates that an additional £350 million is needed.

The use of the technology by criminals to automate their existing operations, let alone organise new ones, has led to a massive expansion in the volume of incidents that might be reported and in the amount of material that might need to be analysed for intelligence-led policing or preserved as evidence:



	· Landslide Promotions, the global paedophilia gateway, had over 250,000 subscribers when its codes were broken by the US Postal Service. 7,000 of them were in the UK. The UK follow up, Operation Ore, subsequently overwhelmed the forensic capabilities of UK law enforcement.

· In July 2004, MessageLabs scanned just over a billion emails worldwide for spam. 94.5% were stopped as spam. They also scanned 1.5 billion for viruses. 7.3% were infected. 

· In September 2004, at the Labour Party conference, Symantec described how “herders” are now buying “botnets” (groups of hi-jacked “zombie” computers) from hackers and phishers to create armies of up to 250,000 for use in denial of service attacks.



	The scale and nature of such attacks threatens to swamp the ICT resources currently available to civilian law enforcement around the world. For example a phishing attack (spammed e-mails designed to gain access to the accounts of recipients and/or to install spyware which will transmit the necessary information codes when they next log-on to their bank) can generate large numbers of incident reports in a very short period.

Under current organisational and reporting structures, such incidents should be reported to local police forces. But these are not resourced to handle such reports, nor are they motivated to invest resource in doing so by the current National Policing Plan or Performance Indicators. Less than 1% of UK police have been trained to secure evidence on the computer, mobile or mailbox of victim or suspect. Less that 100 experts are available to analyse that evidence and present it in court if necessary.

The ability of law enforcement to cope is further impacted by the extra cost of investigations that involve digital evidence. It will take significant time to train sufficient people to change this - even if there is the political will and funding. Current resourcing levels are sufficient only to enable major incidents to be investigated, resulting in a backlog of reported incidents that are not being addressed.

Estimates of the cost of e-crime are now many times those for the cost of physical crime. The economic wellbeing of the UK in a globally competitive knowledge economy depends increasingly on the security of London as an international electronic trading centre. The tax revenues at stake are many times the budgets available for the War Against Terror. Meanwhile the combined budgets for all the computer crime units tasked with addressing the communications abuses of most direct concern to the electorate are a fraction of, for example, the spend of Communications Regulator, Ofcom. 

There is debate over which issues should be addressed by law enforcement, by regulators or by “self help” groups from industry or users. We have conflict over funding and resources. Meanwhile industry is having to take much greater responsibility for protecting itself and for the investigation and prosecution of those crimes where it is able to do so. One example is the actions by the software and entertainment industries to combat piracy and illegal copying. Another is the joint team for addressing card fraud. More generally, major private sector communications, security and financial services organisations are applying “data mining” techniques of ever increasing sophistication to scan and analyse traffic and transactions automatically and isolate or block that which would harm the organisation or its customers. 

Recently, in the wake of massive denial of service attacks, including on key parts of the global electronic payments infrastructure, industry started co-operating across organisational and national boundaries to track and trace the sources of global attacks. Such attacks often originate on the far side of the world, when most of the UK. is asleep. To stop such an action in its tracks may require immediate action (minutes at most) by a small group of night shift traffic analysts, firewall monitors and network controllers. The relevant national infrastructure or law enforcement agencies must be capable of responding to a similar timescale if they are to be part of the solution, not the problem.

At the other end of the extreme we have not only hackers and cybervandals but the use of texting, instant messaging and e-mail for bullying and harassment from primary school upwards: location independent (but largely local) anti-social behaviour with a high cost in human misery. Here the need is to bring together another wide, but rather different, range of players to organise activities – more akin to conventional Crime and Disorder Partnerships than to 24by7 rapid reaction teams.

The current lack of resources available to law enforcement means that the only way of reconciling the conflicting priorities is to organise very much more effective co-operation between law enforcement and the private sector across many organisational boundaries. That is a non-trivial task; hence the first recommendation:



	Recommendation 1

	That a properly funded and resourced team be created to bring together the relevant players across government departments, law enforcement agencies, regulators, industry and interest groups to develop and implement the necessary frameworks for co-operation in the fight against electronic crime.



	There are many groups looking at specific issues or representing specific interests (see Appendix), but none appears to have been funded to look at the issues in the round, let alone to assemble what is already known about the cost of e-crime and to justify the scale and nature of activity needed. The way in which the French have brought players from government departments, agencies and industry in a  “co-regulation” group, Le Forum des droits sur l’internet
, to address issues from child and consumer protection to intellectual property rights has lessons for the UK. New Zealand has gone further and Netsafe
 also covers crime prevention and police liaison.

That task also runs across international boundaries and several key international “cyberpolicing” functions have already been quietly located in London. Even major US players prefer to have their international activities policed from the UK. Nearly a century after Britannia ceased to rule the waves (Washington Naval Treaty 1922) the City of London is still the international disputes resolution capital of the world, underpinning its position as one of a handful of global trading centres. Meanwhile US domination of the Internet is faltering (with the growth around the Pacific Rim on the back of IPV6 and voice and video over 10 – 20 meg always-on links to home, office and workshop). The economic, social and fiscal benefits to the UK of becoming a global policing hub are massive. London’s disputes resolution business is already worth many billions a year to HM Treasury.

Hence the second recommendation:



	Recommendation 2

	That the UK make the fight against e-crime one of the priorities for its Presidency of the EU and G8, helping drive the creation of the necessary international frameworks, such as the possible proposal for a United Nations Convention on Technical Assistance, building on the work of the Council of Europe, OECD, the UN Congress on Crime Prevention and Criminal Justice and the Working Group on Internet Governance.



	If we want the UK to be the best place to do e-Business it must also be the location where legitimate users and business feel most confident when they go on-line. In 2005 we have the opportunity of the UK Presidencies of the G8 and EU to take the lead in the organisation of effective and democratically accountable frameworks for global Internet policing. That will require demonstrating, by practical action, that the UK really is in the lead. That means practical progress in implementing a national strategy that really does cut across departmental, regulatory and industry boundaries in effective partnerships to control the cost of computer assisted crime - in distress and misery, not just money.

There are also cheap, practical steps that can be taken, such as funding the maintenance of the Europol and Interpol documentation relevant to those who need to organise cross-border investigations and making it very much more readily available to those who need access in the UK.



	

	3)
	Partnership Needs Guidelines, Standards and Procedures

	The building of effective partnerships across the cultural divides between law enforcement agencies and regulators, let alone between them and the private sector, will take time, beginning with the need to build understanding and trust. There are many actions which can be used to initiate that process and yield immediate benefits, starting with the development and publication of common guidelines, standards and procedures for handling suspicious incidents and of shared professional accreditation criteria and training for the ICT skills of those involved in investigations and security.



	Guidelines, Standards and Procedures

	Guidelines and standards are required at several levels, including for those finding and reporting possible crimes as well as for those investigating them.  Simple procedures are needed for systems administration staff, support staff and network managers to follow if they suspect a criminal incident. This should cut the risk of evidence being compromised, enable sufficient information to be collected to support a sensible suspected crime report and advise how and where to make such a report, while also minimising impact on the business while the incident is investigated. Basic guidance on key legal aspects also needs to be covered - such as the legal position when paedophile images are found or matters relating to the protection of personal data. 

There are already sources of such information
. Assembly in forms suitable for different constituencies is needed as part of the work on sources of information recommended in Protecting the Vulnerable
. Distribution could be through the channels identified in that paper.



	Recommendation 3

	That a core set of simple guidelines are developed for those involved in managing and supporting computers systems, advising on what steps to take where they suspect criminal activity on their systems, before they report it to the relevant authorities.



	The EURIM-IPPR paper on The Reporting of Cybercrime
 discusses the need for joining up the reporting of non-geographic incidents, such as most of those which occur over the Internet. However, not all victims will be able or want to report incidents on-line. Many will still wish to report them to a human being – probably via their local police help desk, in person or by phone. Those responding will also need guidelines as to who to contact. This may not be a law enforcement agency
 but the support service of their Internet service provider. This requirement could be met by providing those manning front desks with access to on-line guides and decision trees akin to those needed for business users. 

Many major users and financial or communications service suppliers already carry out significant investigation of potential criminal incidents before involving the police, or retain an outside company to do so on their behalf. Their staff often continue to assist the police once they have become involved. The private sector also helps fund the provision of appropriate skills dedicated to addressing crimes in specific areas. The Dedicated Cheque and Plastic Card Crime Unit (DCPC), a joint operation between law enforcement and the financial services industry, is largely staffed and funded by industry, but operates under a law enforcement remit. This enables them to use techniques restricted to law enforcement agencies, such as access to personal data and the ability to seize relevant information. Given the resource constraints within law enforcement, there would be advantage in encouraging similar joint operations in areas such as insurance, counterfeiting and telecomms, with private industry providing the bulk of the expert resource/funding under a law enforcement remit.



	Recommendation 4

	That the creation of joint private industry/law enforcement crime units along the lines of the DCPCU be encouraged in other areas. The Home Office should convene a workshop involving interested parties to decide how to establish guidelines for the creation, governance, operation and funding of such joint crime units.



	Whether working within such joint crime units or independently, private sector investigators and forensics teams will, inevitably, reach a point where law enforcement agencies need to become involved. There are actions that only law enforcement are authorised to undertake, such as access to personal data or to information held by third parties. Informal processes already exist in particular sectors, notably financial services, to achieve this. However, as the private sector investigations increase in number and scope there is a need to formalise the way such requests are handled.



	Recommendation 5

	That ACPO develop guidelines with industry for handling requests from private investigation teams for supporting services for which only law enforcement are authorised. As an initial step the NHTCU could investigate what procedures and guidelines are already available. 



	To assist in joint working, whether within crime units or as part of normal interactions between law enforcement and private sector investigation teams, those involved in investigative and forensics activities should work to common standards and guidelines - possibly using the same tools. ACPO has already accepted in principle that the Guidelines it produces could be made more widely available to encourage their use across the private sector. The revised ACPO Good Practice Guide for Computer based Electronic Evidence
 has been published and is a first step in this direction. Other guidelines and standards are being developed, including for network investigators. While care needs to be taken that sensitive material relating to operational procedures is removed, there would be significant benefit in their wide publication. It would enable those in the private sector to work to the same standards as those in law enforcement, facilitating exchange of evidence and information. It would also make it easier for law enforcement to take over investigations confident in the knowledge that the work done to date had good provenance and for those in the private sector to decide when to call in the law enforcement agencies in ways that better ensure the case can be prosecuted successfully.

Conversely there are many guidelines, practices and tools used across the private sector from which law enforcement might benefit. Processes should be set up whereby those in the private and public sectors with common interests can meet on a regular basis to exchange views and experiences, develop and refine common guidelines and standards, and exchange information on tools and techniques. Although this happens at the moment to some extent, it is informal and does not fully involve all those with appropriate experience. A good example is the Digital Evidence Group, a Home Office chaired working group, which aims to contribute to the development and delivery of high quality forensic recovery and examination of digital evidence throughout the various UK law enforcement, Government department and associated agencies. Digital storage means that vast quantities of data are being seized in a small number of cases. DEG is looking at the impact of this on disclosure in the context of the Criminal Justice Bill and wider work on disclosure.

As the capacity in industry to undertake such work increases there would be advantage in formalising this information sharing process to encourage the sharing of experience and the wide take-up of best practice methods and tools. The Reporting of Cybercrime)
 includes recommendations for the sharing of incidents, information and intelligence between communities based on the WARP (Warning, Advice, and Reporting Point) schemes established by NISCC. This could be adapted to create a similar set of community-based schemes for sharing information on investigative and forensics best practice and associated topics.



	Recommendation 6

	That the NHTCU develop a scheme similar to the WARP initiative established by NISCC for the exchange of investigative and forensics experience, best practice and tools within communities.



	The NHTCU is developing an Industry Outreach policy. This should include advice and guidance to industry on when to involve law enforcement in investigation of suspicious incidents and could also provide references to the key guidelines, standards and best practice documents for industry to use.



	Quick Win

	Publicise the Guidelines, Standards and Codes of Practice used by law enforcement relevant to handling investigations, and encourage their use by those in industry involved in investigations, forensics, etc., linked to appropriate training, perhaps as part of the NHTCU Industry Outreach Policy.



	Certified Practitioners

	There are currently no widely recognised computer-related qualifications for a wide range of people across the criminal justice system, including particularly investigators, computer forensic experts and lawyers. If there is to be trust and sharing between people with appropriate skills and competence in their application across the public and private sectors, and possibly internationally, there would be real benefit in having accredited qualifications that are universally acknowledged. The new Criminal Justice Sector Skills Council has accepted those recommendations in the EURIM-IPPR paper on Skills for Justice
 which fall within its remit and has agreed to work with Sector Skills Council for ICT Skills to agree the National Occupational Standards necessary for courses and accreditations to qualify for DfES funding.

Law enforcement does not have, and is unlikely to have in the foreseeable future, the capacity to handle all potential incidents if they were reported. Recent high profile investigations of computer-related criminal activity (e.g. paedophilia) show how the resource available can be swamped by the capacity of e-crime to generate huge numbers of victims as well as volumes of data to be sifted. The load on law enforcement could be significantly reduced if investigations in the private sector could also be carried out by accredited staff working to standards and procedures commonly recognised across the public and private sectors, building on the previous recommendations that guidelines and processes be shared between the private and public sectors, possibly as part of joint crime units.

This approach can be used to maximise the use of scarce skills in industry in support of law enforcement activities from investigators to technical experts – indeed in the USA people with particular skills already undergo appropriate training by the FBI, for example, and are called in on specific cases to provide specialist expertise to investigation teams.



	Recommendation 7

	That The Home Office investigate, with representatives of law enforcement, industry and others, the potential for those in industry with appropriate skills and experience to be accredited to work to the same legal and operational standards and guidelines as law enforcement when involved in e-crime investigations (possibly building on work done in the past by the Fraud Squad).



	Specialist Constables or Community Support Officers

	UK police forces have several models for the use of civilians on a part-time or volunteer basis but most of the individuals potentially available will have some, but not all, of the skills and experience required and will need training. Those who do not need training will need vetting. They may also need advanced vetting if their skills are to be most effectively used. Moreover, many are not physically “fit for the office of constable” and cannot therefore be “warranted” under current procedures. This limits the contribution they can make.

ICT has long been a career for those who are mentally, but not necessarily physically, able. It also has a significant pool of experienced ICT professionals who volunteer their services via programmes such as IT4Communities, but many of these are over the age limit for Special Constables. Current UK police frameworks allow for the employment of the disabled and over 55s as part-time professionals but not for their use as volunteers. While it is possible to make recommendations within existing legal frameworks, there is a need to consider whether some of the constraints are really necessary.

If the shopping mall, housing or children’s playground would benefit from a “Community Support Officer” with limited powers, acting as a visible deterrent and as the eyes and ears of law enforcement, and capable of acting as a professional witness, would not a similar approach be appropriate for Internet auction sites, discussion groups and chat rooms? And does the “virtual community support officer” need to be physically able to walk, let alone help sort out a pub brawl.

Each year, several thousand women ICT professionals leave the ICT industry because they cannot combine the employment opportunities on offer with the need to fund care for their children or, increasingly, for elderly relatives. There is a growing army of retired IT professionals and somewhere over 100,000 have left the industry in recent years as jobs have been lost or moved overseas. Meanwhile, the UK currently has eleven industry-funded professionals and a couple of dozen specialist police officers to address a child protection task for which the United States had (two years ago) trained over 600 “silver surfers” (drawn from the pensioners of both law enforcement and the ICT industry, funded by the latter) and is currently said to deploy over 400 FBI officers handling the investigations that group has helped launch, helped by volunteers and police “reserves” from industry.



	Recommendation 8

	That The Home Office investigate the barriers to using civilian volunteers and part time staff to help overcome shortages of ICT investigatory and forensic skills and fund pilots with those forces most interested in recruiting and supporting permanent teams/panels of ICT specialist constables and cybercommunity support officers.



	There is much to learn from models in other parts of the world but not all would be acceptable in the UK. The recommendation is therefore for a step by step approach: beginning with that which can be done within existing legal and administrative frameworks, extending these to enable the use of older or physically limited staff as volunteers and consulting on recommendations which entail further change. 

The first steps should include pilots to test the practicality of: 

registers of experts on whom law enforcement can call for technical assistance under existing governance arrangements. The organisation, promotion and administration of such registers is a non-trivial task and will need funding, including for vetting and updating arrangements. There are also issues of liability, including for experts “volunteered” by their employer to provide support which might or might not be professionally charged.

routines for Internet special constables akin to those now being piloted for fraud specialists. These might initially be promoted among those with whom police will wish to share operational information or who may be asked to assist with the gathering and analysis of evidence, as opposed to “merely” helping with technical support. It should, however, be noted that success will be limited until some of the deficiencies in the current model have been addressed because many of the industry security experts most likely to volunteer would find it difficult to meet current physical fitness requirements.

multi-disciplinary Internet crime units, staffed jointly by secondees from law enforcement and from industry, akin to those addressing card and payment fraud, to address specific types of Internet crime (e.g. grooming, phishing, denial of service linked to extortion) or to work with specific industry sectors (e.g. communications) The success of the existing units raises, however, questions of funding, accountability and priority setting. These need to be openly discussed and possible solutions tested.

The business plans for the Criminal Justice Sector Skills Council need to include standards, not only for full-time law enforcement professionals and support staff, but also for registers of experts to function, for specialist constables and civilian volunteers to be assessed and trained, for multi-disciplinary teams to become effective rapidly and cost-effectively and for industry-law enforcement co-operation, including spreading the cost of good quality courses and materials. In parallel we need to explore the potential for greatly enlarging the pool of volunteers available under governance routines that are acceptable to all concerned, including the Courts. We also need to look at the use of part-time professionals, perhaps on terms akin to those for interpreters or police surgeons. Among the areas which might be explored are:

limited warrant special constables, so as to make more effective use of industry security professionals who are not physically fit to perform the traditional duties of a constable or who may have constraints on their availability or suitability (including for commercial reasons).

virtual community support officers whether or not they are full-time, paid or physically fit: perhaps with special arrangements to attract women returners, computer science students, silver surfers and other such groups to help with monitoring chat rooms and some of the more labour intensive track and trace tasks that are currently not being addressed at all for lack of resource.

international investigation teams: those multinationals with operations around the world (banks, oil companies, airlines and ICT infra-structure suppliers) often have more experience of handling cross-border attacks and threats than most law enforcement agencies but the means of tapping that expertise appears very limited.

Building Safer Online Communities Together
 contains more on these issues.

	

	4)
	Cybercaddies, Joint Teams and Shared Support

	“We trained hard … but it seemed that every time we were beginning to form up into teams we would be reorganised. I was to learn later in life that we tend to meet any new situation by reorganising: and a wonderful method it can be for creating the illusion of progress while producing confusion, inefficiency and demoralisation”: commonly attributed to Gaius Petronius Arbiter circa 60 A.D. 

“Oh Lord God, when Thou givest to Thy servants to endeavour any great matter, grant us also to know that it is not the beginning, but the continuing of the same unto the end, until it be thoroughly finished, which yieldeth the true glory” Sir Francis Drake, May 1587 

The organisational frameworks for handling e-crime need to be able to handle both that which is location independent (or unknown) and that which is local, but happens to need ICT expertise. Moreover, when the location is unknown the co-operation needed may well cross the boundaries of whatever new structures are created, not just those we have today. Consequently, the prime need is for better routines for co-operation across whatever boundaries exist now or may exist in the future. It is NOT for re-organisations to meet hypothetical needs.

That co-operation may well be across organisations with very different cultures: for example between those who believe in formal hierarchical structures of trust and those who believe in rings of trust. Those approaches cannot be easily reconciled and it is more constructive to focus on how co-operation is organised across the boundaries between the various hierarchies and rings. The precise location of those boundaries is less important.

The Crime and Disorder partnerships, for all their problems, may therefore be a good model on which to build, provided we recognise that the disparity of resources and skills between industry and law enforcement mean that the main resource, as with the policing of the railways a century ago, will be that contributed by the security operations of the service providers. 

This presents challenges as well as opportunities.

The failure of the railway police to co-operate effectively against theft helped collapse their UK freight operations. Similarly, the failure of those running the premium rate phone services of Scandinavia and North America to co-operate against abuse has led to the collapse of their industries over the last few years. By contrast ISCTIS, backed by Ofcom, may yet be able to preserve a multi-billion pound business. There is much to be learned from that experience, including the tensions over attempts to take action over rogue traders and those reluctant to sacrifice the short-term revenues they generate. 

There are many different bodies, apart from traditional law enforcement, with powers to investigate criminal or illegal activity over the Internet: Trading Standards, Health & Safety, Financial Services Authority, the Environment Agency, and others. Some have the need and resources to sustain competent hi-tech investigation teams. Others do not. Equally there is the potential for confusion where a reported incident appears to cross boundaries of responsibility.

The current groups that bring players together across boundaries, like the Internet Crime Forum and the Child Protection Task Force, perform an invaluable function but lack the resource and continuity to translate agreed ideas into action. The way forward is almost certainly step by step: beginning by using well-funded and resourced sub-groups from, for example, the ICF and CPTF, to lead the creation of Crime and Disorder Partnerships for relevant non-geographic communities; then funding the creation of joint investigatory teams where these do not already exist and would be of value. 

Given that the same major communications and financial services players are likely to be common to many/most communities and given the need to make effective use of scarce resources, including the time of knowledgeable individuals, there is a good case for the Cybercaddies and Investigatory teams to have a common secretariat and support network and to share meetings and resource on common topics. There is also advantage if the secretariat and support service is also that responsible for the joined-up reporting of non-geographic incidents as recommended in The Reporting of Cybercrime.

However, the different priorities and cultures of the players who will need to co-operate means that any closer coupling is unlikely to succeed. The Child Protection Cybercaddie is likely to have a very different ethos to that handling On-line Fraud - even though the transmission monitoring and filtering, or “track, trace and remove” techniques used by their investigatory partners may be the same. 



	Recommendation 9

	That The Home Office fund the creation of non-geographic Internet crime and disorder partnerships (CADDIES) supported by a shared secretariat and linked to joint (law enforcement - industry) investigatory teams with international as well as national resources and supported by a shared resource team (recommendation 1, above).



	Conceptually the non-geographic “communities” which might be served by such CADDIES, investigatory teams and their support secretariat might include:

	· Child Protection: where the aim would be to build on and support the work of the Child Protection Task Force, the Internet Watch Foundation and other relevant groups;

· Mass-market Internet Users: where awareness programmes like Project Endurance will need to be complemented by action programmes to address education needs and common vulnerabilities;

· On-line Fraud: where Bank Safe Online,
 the latest APACS initiative, and the joint investigatory team for Card might provide a good start point;

· Communications Infrastructure Protection: closely linked to the work of NISCC;

· Financial Services Infrastructure Protection: closely linked to the work of the new SOCA.

	The NHTCU experience provides lessons for such a network of CADDIES and enforcement teams but most cybercommunities will be concerned with anti-social behaviour and other crime that, if physical, would be at levels 1 and 2. Moreover, given the range of agencies, regulators and other groups involved the support team should not itself be part of law enforcement or within SOCA, although it might well provide logistic support for some of the joint enforcement teams and these, as well as those running the relevant reporting systems, might well be “co-located”. 



	Among the support functions that will need to be addressed are:

· Sponsorship of training courses on investigative methods, in co-operation with Skills for Justice and the relevant accreditation and delivery organisations.

· Specialist technical expertise to support those responsible for investigating Internet-related illegal activity who do not have the appropriate capability. This could be provided by in-house resource or by panels of suitably qualified external individuals and/or organisations.

· Service to those bodies that cannot justify the establishment of an in-house Internet investigative capability. Again this service could be provided by in-house resource or by external organisations that meet defined criteria. 

· Centralised Single point of contact services to those for whom a dedicated SPOC is not sensible.

· A single channel to other supporting agencies, particularly NTAC and NISCC and also to SOCA, especially the intelligence collation and dissemination functions.

· A single point of contact for requests to/from overseas agencies where this is not provided by other means - for example SOCA is expected to continue to do this with regard to level 3 crime.

· Collation and monitoring services for situations where multiple instances of the same illegal activity are seen across the areas covered by more than one agency, including “encouraging” one body to take the lead.

· Liaison with industry on common matters, such as the way specific legal or regulatory issues are addressed.

· The development of common tools, techniques and standards for the investigation
 and prosecution of internet-related illegal activity, perhaps through working groups of key players, including ACPO. 

	Creating a central support function should also 

· enable funding to be focused where it is most productive while allowing individual agencies or operating units to develop their own local skills where appropriate;

· encourage common methods and standards across a wide range of bodies - not just law enforcement;

· avoid artificial divides between illegal activity involving the Internet and similar activity in the tangible world.



	The key factors for the success of such a network of CADDIES, joint-enforcement teams and support services is that they begin with “new money” for the central support services and that they are subsequently used actively to pool resources and budgets to best effect. 

If they have to compete with existing groups for funds that are perceived as inadequate before they can demonstrate value, they will fail. 



	5)
	Accountable to Whom and How?  

	The Internet may be a new medium but the debate over its governance and policing, (whether by law enforcement agencies, by statutory regulators or by self-appointed or elected industry and professional groupings), has at least three dimensions:

	· at national level over the balance of power between citizen, business and the state;

· at the international level between those who believe in world governance (by Rome or by Washington) or in City State mercantile mediation (by common law or by sharia);

· at the technology level between those who believe the Internet is a homogenous packet-switched network and those who believe it is a kaleidoscope of semi-incompatible networks linked only (and with increasing difficulty) by evolving addressing and information exchange protocols.



	Views range from those who believe that it is only a matter of time before centralised, coherent, international policing and regulatory frameworks for monitoring and control are agreed and imposed, to those who believe such attempts will destroy freedom, creativity and wealth creation, while doing little or nothing to actually detect or deter organised and technology literate criminals and/or terrorists.

Current underlying technical realities support neither view. Around 80% of national and international traffic passes, in packet switched form, over the networks and through the peering centres of barely half a dozen players in each country and only about 40 - 50 major players across the entire world. But the other 20%, as well as most local traffic, is fragmented over a bewildering diversity of players, with very different business models, many non-commercial, using a variety of changing technologies, not all of which are even digital, let alone packet switched. Meanwhile the drivers of change commonly emerge, often unpredicted and un-announced, from among the experiments of those who handle the 20% and are then rolled out across the world according to the business plans of the major players. 

That can lead to major discontinuities. For example the spread of wireless means that it may soon be possible to communicate across the whole of the UK by hopping from one “open” wireless network to another without ever touching a conventional Internet Service Provider. We also need to appreciate the vulnerability of the current Internet structure which “only survives because almost all IT experts are strongly motivated by an ethos of technical “morality” that puts protecting the infrastructure above their loyalty to their employer” (or perhaps even above that to society at large, which is less comforting).

The consequent mix of concentration and fragmentation, of short term predictability but long run unpredictability, of vulnerability and of dedication, makes some forms of co-operation very much easier and others very much harder.  When it comes to organising national and international co-operation, fewer major industry players need to be brought together than do law enforcement agencies and regulators. But effective co-operation also depends on exploiting the technical “morality” of the Internet community, the “cyberhood” watch who will spot most emerging attacks or problems first, but are strongly resistant to wasting time or interfering with technical freedom, censorship or surveillance. 

That raises “interesting” questions of governance and accountability on which the international community is unlikely to reach consensus. Those relevant to UK law enforcement were raised during the debate over the Regulation of Investigatory Powers and the result appears to have been an improvement on previous processes. 

Those concerning the public accountability of regulators and the handling of issues which cross regulatory and law enforcement boundaries have yet be to debated. 

If commercial companies, some of which have dominant positions in global let alone national markets, are to play their full part in international policing they need to have clear governance frameworks. Staff, who may be requested at short notice to do that which is not obviously in the interest of their employers or customers, need similar clarity as to their duties and responsibilities, including to whom they are accountable for what and their rights of appeal if it goes wrong.

The review of the legislation covering the Regulation of Investigatory Powers could provide a good opportunity for public debate on the issues but the key appears to be accountability and policing routines that are supported by the hearts and minds of the communities affected.

London’s position of trust as a centre for international disputes resolution is, in large part, because of the traditional visible accountability of UK policing, unlike that of many other nations. That principle needs to be maintained with regard to non-geographic policing if the UK is to be trusted as a location for Internet governance. Given that Internet policing cuts across the boundaries of all central and local government departments, regulators and select committees and given that the City expertise is financial and cross-border while many key issues are still national, the recommendation is:



	Recommendation 10

	That non-geographic Internet policing and regulatory functions be subject to third party governance, akin to that of a conventional police authority overseen by a committee of both Houses of Parliament.



	The means of achieving this should also be a subject to public debate but unless this, or a similarly credible and independent oversight is the target, the routines lower down are unlikely to achieve the confidence and trust necessary within the UK, let alone among its trading partners or the Internet communities at large. 

And without that trust, law enforcement will not receive from Industry and the Internet community the co-operation necessary for effective Internet policing at any level.



	Appendix –
	Map of Players and Activities
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� � HYPERLINK "http://www.foruminternet.org" ��www.foruminternet.org� 


� � HYPERLINK "http://www.netsafe.org.nz" ��www.netsafe.org.nz� 


�  For example, the documentation on � HYPERLINK "http://www.cert.org/nav/allpubs.html" �www.cert.org/nav/allpubs.html�, although it would need to be adapted to include UK and European, rather than US, law and regulations.


� February 2004, � HYPERLINK "http://www.eurim.org.uk/activities/ecrime/sme.doc" ��www.eurim.org.uk/activities/ecrime/sme.doc� 


�November 2004, � HYPERLINK "http://www.eurim.org.uk/activities/ecrime/reporting.doc" ��www.eurim.org.uk/activities/ecrime/reporting.doc� 


� Where “law enforcement agency” here includes a broad range of agencies with legal powers of investigation including Trading Standards, Health & Safety, Customs & Excise, Inland Revenue, and the Benefits Agency.


� Available on � HYPERLINK "http://www.nhtcu.org/" �www.nhtcu.org�


� November 2004, � HYPERLINK "http://www.eurim.org.uk/activities/ecrime/reporting.doc" ��www.eurim.org.uk/activities/ecrime/reporting.doc�


� May 2004, � HYPERLINK "http://www.eurim.org/activities/ecrime/skills.doc" ��www.eurim.org/activities/ecrime/skills.doc� 


�  January 2004, � HYPERLINK "http://www.eurim.org.uk/activities/ecrime/policereform.doc" ��www.eurim.org.uk/activities/ecrime/policereform.doc� 


�  � HYPERLINK "http://www.banksafeonline.org.uk" �www.banksafeonline.org.uk� 


� “Investigation” include full range of skills, including network investigation, computer forensics and the like needed to investigate and prosecute illegal activity on the internet.
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