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	Press Release for Publication of Sixth

DISCUSSION PAPER from the EURIM - IPPR E-Crime Study

	“Partnership Policing for the Information Society”

	Building Cybercommunities: Beating Cybercrime
The Organisation of Internet Policing

	

	"The impact of the Internet has been compared with that of the railways in the 19th Century - only more so. The railways accounted for over half the reported theft in the UK by the time the disparate security services of over a hundred companies had been brought together as British Transport Police. The Internet shrinks timescales. The cost to industry and individuals of electronically-assisted crime is said to have already far outstripped that of physical crime."

Governments and regulators around the world have responded by saying that the same laws apply on-line and by attempting to monitor and control the use of the Internet. But Internet crime crosses all boundaries. The need is to provide our law enforcement agencies with adequate resources and effective processes to handle e-crime within their own boundaries, to organise co-operation across boundaries, and to work in partnership to help industry and individuals to protect themselves and to obtain redress.

“The British tradition of democratically accountable policing, the position of London as a trusted location for resolving international disputes, and the Presidency of the EU and G8 in 2005, give the UK the opportunity to bid for global leadership as the safest place to do e-business, provided we also make it the most efficient hub for enforcement and redress.”

That will entail applying the principles and priorities in the recent White Paper, Building Communities, Beating Crime, to the virtual communities of the Internet. 

The paper does NOT recommend any wholesale re-structuring. Instead the main recommendations are for step by step progress, building on existing structures, to create:

1) Non-geographic Internet crime and disorder partnerships (CADDIES) supported by a shared secretariat, covering for example: Child Protection, Communications and Financial Services, Infrastructure Protection (linked to NISCC) and Major Attacks (linked to SOCA), linked to joint (law enforcement and Industry) investigatory teams with international, as well as national, resources. 

2) A central reporting and information clearing service for Internet incidents, which also publishes guidelines on investigatory processes and what to report to whom.

3) Routines for the accreditation of industry staff and civilian volunteers to work alongside law enforcement in joint investigatory and prevention teams, local, national and international.

4) Practical support for London as an international centre for Internet policing and disputes resolution. 

5) Democratically accountable third party governance routines for non-geographic policing (using the word “policing” in its broadest senses”).

	The full text of the discussion paper is at
www.eurim.org.uk/activities/ecrime/cybercommunities.doc

	

	EURIM is the parliament-industry group concerned with the politics of the Information Society and has over a hundred MPs and MEPs in membership as well as over 70 corporate and associate members including major users and suppliers, trade associations, professional bodies and interest groups.

IPPR, the Institute for Public Policy Research, is an independent charity whose purpose is to contribute to public understanding of social, economic and political questions through research, discussion and publication and many of its trustees and staff have senior advisory roles with Government.

For editorial comment please contact: Philip Virgo, Secretary General, EURIM at virgo.philip@eurim.org , copy to eurim@eurim.org  Direct phone: 020 8761 5926; EURIM office:   01984 618613 (answerphones attached to both lines when unattended).



	There will be a press briefing on the content of the reports from 13.00 – 14.00 in Conference Room C, I Parliament Street, London SW1 on Wednesday 19th January 2005.


