Press Release for EURIM - IPPR Discussion Papers – Embargoed till 15.00 on 1st December 
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	Press Release for publication of fourth and fifth 

DISCUSSION PAPERS from the EURIM - IPPR E-Crime Study 

	“Partnership Policing for the Information Society”

	Reducing Opportunities for E-Crime

and

The Reporting of Cybercrime

	The pre-Christmas e-crime spree arrived in the UK on 10th November with first e-mail, supposedly from a UK high street bank offering security advice to their on-line customers and asking them to re-validate their accounts once a month. It took a year for that scam, first used against Australian Banks last December, to be redesigned for the UK market, but less than a week for variants to spread and cause one on-line bank to shut down for a day while taking action to protect itself and its customers. 

The release of the fourth and fifth papers from the EURIM – IPPR E-Crime study is therefore timely. “Time is no longer on our side. The issues are moving up the political agenda. Something must be done.” But what? 

“The solutions under discussion range from the sublime to the ridiculous: from ‘government and regulators to get out of the way and allow the major suppliers to work together to solve the problem without fear of being treated as a cartel’ to ‘suppliers should be responsible for what comes out of the broadband pipe, just like the water company’.”

The paper on Reducing Opportunities, www.eurim.org.uk/activities/ecrime/reducingops.doc ,focuses on the need for industry and law enforcement to work together to produce practical, plain English guidance for users at all levels, but most especially small firms and consumers, on what to do to protect themselves and what to do when they suspect they have been victimised. Project Endurance, due to be launched in February, is therefore strongly welcomed. (Potential sponsors should contact john.lyons@nhtcu.org .)

That guidance needs to include material on identifying and assessing risk and what to do about it. Similar guidance is needed for large organisations because un-prioritised governance paperchases, to meet the demands of regulators, can serve to increase vulnerability by diverting resources and attention from practical action. 

There is also a need to revisit mainstream commercial mass-market products and services so that security is made easier and cheaper than insecurity. In the meantime, there is a need for mass-market security health checks, using human beings to educate users to use the security facilities already embedded in mainstream products and services.

 The paper www.eurim.org.uk/activities/ecrime/reporting.doc on the Reporting of Cybercrime (non-geographic e-crime where the agency responsible for action is not obvious) addresses the need to rationalise the current jungle of largely ad hoc reporting structures, many designed to capture the experience of knowledgeable victims to justify future budgets rather than to trigger direct action on the incidents reported. 

The main recommendations are to bring together existing work on reporting structures, apply systems engineering disciplines to improve quality and reliability and gear up to handle the massive increase in volume that would result from making it easier for business and individuals to report what is happening. “Easy-to-use incident reporting systems are likely to be swamped unless material is received in a form suitable for automatic collation, analysis and forwarding … The work of the US National White Collar Crime Center and the Cyberangels indicate the scale and nature of effort needed. The UK routines for reporting suspected money laundering illustrate the paralysis likely to result if this is not available.” Improvements are also needed in the way intelligence is securely gathered, analysed and disseminated to specific target audiences in appropriate forms.

	The full text of the discussion papers is on www.eurim.org.uk
EURIM is the parliament-industry group concerned with the politics of the Information Society and has over a hundred MPs and MEPs in membership as well as over 70 corporate and associate members including major users and suppliers, trade associations, professional bodies and interest groups.

IPPR, the Institute for Public Policy Research is an independent charity whose purpose is to contribute to public understanding of social, economic and political questions through research, discussion and publication and many of its trustees and staff have senior advisory roles with Government.

For editorial comment please contact: Philip Virgo, Secretary General, EURIM at virgo.philip@eurim.org, copy to eurim@eurim.org or phone 020 8761 5926 or 01984 618613 (answerphones attached to both lines when unattended).

The Chairman of EURIM, Brian White MP, will preside over a press briefing on the content of the reports from 15.00 – 16.00 in Conference Room B, I Parliament Street on Wednesday 1st December 2004. 
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