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Background 

On May 1st EURIM and the Institute for Public Policy Research launched a far-reaching exercise to bring players together across political, industry and interest group boundaries to set the political agenda for effective co-operation in e-crime prevention and detection. 

The proposal was to build on previous work by EURIM (including Briefing 34 - E-Crime - A new Opportunity for Partnership and  by IPPR (www.ippr.org.uk/publications)   

Objective

The objective was not merely to set the political agenda a cross-cutting national strategy but to also secure the implementation of that strategy. This would entail not only securing support for the analysis and recommendations but also for the political activity necessary to turn agreement into timetabled commitments and budgets on the part of those with responsibility for implementation .  

Means

The first step was to recruit a critical mass of participants from among those with relevant experience and expertise (including from law enforcement and the departments with relevant policy and implementation responsibility).

Their expertise would then be collated in a series of round tables to identify the issues that needed to be addressed, including the perceived constraints. The outputs from the round tables would then be refined, using structured e-mail consultation, into working papers which would be placed on the EURIM website for open review. Subject to feedback the working papers would then be edited for publication as “discussion papers”. 

The final phase would be to organize political activity to ensure the implementation of those recommendations where this was delayed because of the need to secure agreement on departmental responsibilities, priorities and budgets or, less likely, legislative time.

Achievements to date

The first achievement was in July 2003 when the Minister, Caroline Flint, welcomed the ideas in the first set of draft working papers, announced that officials would indeed be working to produce a cross-cutting National Strategy in spring 2004 and asked for further inputs.

The second achievement came in October 2003 when the main Home Office Police Reform Consultation built on some of those and called for inputs on the concepts of specialist units, volunteers and co-operation. A more detailed submission was then drafted and this was publicly welcomed by Sir John Stevens at the National High Tech Crime Congress in February 2004 

The third came in November 2003 when the National High Tech Crime Unit used material produced by one on the working groups for its consultation on practical e-crime prevention material (hot link to  ecrimepraprwp)  

On December 11th the  first Discussion Paper was launched, Partnership Policing for the Information Society. This had links to latest drafts of the working papers. 

Shortly afterwards we learned that all of the more detailed recommendations in those papers which did not require new resources and were within the remit of the Home Office team had been included in the draft strategy for inter-departmental consultation. There was still, however, a need to gain the necessary political support for those which lay outside the remit of the Home Office or required the reallocation of budgets and resources at the expense of other government priorities. 

Publications and Materials to date 
Forward Programme 

The next priority (Spring 2004) is to revise the working paper on Reducing Opportunities for E-Crime,  in the light of subsequent feedback and to produce one or more discussion papers for publication. Among the topics to be covered are the way in which existing products and services are promoted and used and the means of securing the changes necessary to reduce vulnerability at all levels, from the supply chains of large suppliers and users through the growing networks of always-on small firms to domestic customers and their families.

We also need to ensure that the cross-cutting strategy is indeed announced and implemented. 

Revision of the paper on Legal Issues has been postponed until after the report of the All Party Internet Group enquiry into reform of the Computer Mis-Use Act (expected in June 2004) 
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