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EURIM – IPPR E-Crime Study

Partnership Policing for the Information Society

Fourth discussion paper

Reducing Opportunities for E-crime

Making it harder for criminals to identify and attack or impersonate Internet users and their systems

1) Introduction – Why action is needed: NOW

10% of the world is now on-line, including half the population of the UK. So too is a similar proportion of criminals, who are achieving massive economies of scale by automating old crimes as well as inventing new ones.

In July 2004, MessageLabs scanned just over a billion emails worldwide for spam. 94.5% were stopped as spam. They also scanned 1.5 billion for viruses. 7.3% were infected. 

In September 2004, at the Labour Party conference, Symantec described how “herders” are now buying “botnets” (groups of hi-jacked “zombie” computers) from hackers and phishers to create armies of up to 250,000 for use in denial of service -alias extortion - attacks.

The cost can be measured in many ways but “something must be done” before the consequences are akin to the collapse of premium rate dialling business in the United States, Germany and Scandinavia. In the UK premium rate dialling was a £billion pound (and rising) business last year. In the United States it had fallen to barely $250 million. The industry similarly fell over a cliff in Germany and Scandinavia as users routinely barred all premium price calls. Over past months we have similarly seen users routinely ignoring e-mails from their banks and service providers because they cannot tell whether they are genuine. Well known Internet players are having to use traditional media, such as TV and buses, to tell the world their real web address.

The solutions under discussion range from the sublime to the ridiculous:  from “government and regulators to get out of the way and allow the major suppliers to work together to solve the problem without fear of being treated as a cartel” to “suppliers should be responsible for what comes out of the broadband pipe, just like the water company”. We are seeing action by some Internet Service Providers to install and promote filtering software but, just as it is more expensive to filter water at every join or pumping station as opposed to taking action at the points of entry and exit, so too the obsession of the industry with competitive, as opposed to co-operative and compatible, security routines imposes layers of cost and complexity and creates new vulnerabilities.

From those who would like to turn the clock back twenty years and re-create an ordered world of regulated utilities, to those who see the Internet as a global guardian of civil liberties, there is much discussion but rather less practical co-operation to actually track, trace and remove those causing the problems, let alone to tell customers, in plain English, how they can protect themselves.

Time is no longer on our side. The issues are moving up the political agenda. “Something must be done”. Meanwhile customers are beginning to “vote with their wallets”. Some of the actions needed are long term, others can be done much more quickly.  The immediate need is for visible collective action on the provision of practical e-crime prevention guidance awareness and incident reporting: to rebuild the confidence of customers and consumers that suppliers, government and law enforcement really do care about them and their problems.

 2) Background

The need to minimise opportunities for criminals is familiar in the real world. Local communities operate neighbourhood watch schemes; insurance companies encourage security in the home and in business; the police provide advice on how to protect your home and business. People understand the risks as they perceive them – even if they might not be able to assess the true risk accurately. 

In the emerging electronic world there is a similar need to minimise the opportunities for criminals. However, most people have no practical basis upon which to judge risk in the digital world. Business managers lack an understanding of the value of their intangible assets. They fail to understand what is attractive to criminals, what can happen when criminals do gain access, and the consequences to their business, society at large and the economy of UK PLC when that does happen. As a result people exaggerate some risks, and seriously under-estimate others. The impact of crime in the digital world (usually causing no obvious material damage) is also often seen as less personal than crime in the real world. This makes it even harder to get people to understand the real risks in the digital world.

Organisations are increasingly suffering attacks on their information systems from both inside and outside, resulting in financial loss, damage and loss of business. Growth in availability and use of on-line services is inhibited by lack of confidence in the perceived safety of such services, often fuelled by ill-informed publicity. Recent well-publicised incidents such as phishing and the MyDoom worm reinforce this perception, especially for the public at large. Surveys have shown that smaller businesses in particular do not recognise the importance of information systems to their profitability. A recent survey by Computer Weekly with the NCC
 shows how poorly organisations are addressing protection of information assets – particularly the lack of awareness amongst their employees (who are also consumers and home PC users). 

There is a danger that only technical or legislative solutions are considered in addressing these concerns but holistic approaches are needed to reduce opportunities for e-crime
 and establish confidence in the Internet. To be successful, such approaches need aggressive programmes to address both the perception and the reality of e-crime in different communities. 

This requires co-operation between many players and fundamental changes in common attitudes and practices as well as to current products and services. While there are “quick wins”, actions which can be taken at little cost to give immediate benefits, there are other actions that will only show real benefit over the medium to long term. Reducing opportunities for e-crime will require significant long-term commitment from key players including the government.

3) The Challenge

At the heart of the processes for reducing opportunity needs to be consideration of the criminogenic (attractive to criminals) features of information systems, the Internet and E-commerce. The application of approaches akin to those used to reduce opportunities and temptations in the physical world when products are CRAVED (concealable, removable, available, valuable, enjoyable and disposable) needs to be considered. The ubiquitous presence of computer systems means that more and more criminal activity involves information systems and the Internet in one way or another.

The features that make the Internet, in particular, so attractive to criminals have been summarised as SCAREM
:

· opportunities for stealth;

· an intellectual climate of challenge;

· ability to remain anonymous;

· automated tools for reconnaissance;

· tools and routines not only to escape but to cover one’s tracks;

· the opportunity to automate and organise multiple crimes.

The biggest single difference is probably that the Internet offers massive economies of scale to the criminal. This can change the nature of the risks that need to be assessed, as shown by the million (or so) of fraudulent claims on the DfES Individual Learning Accounts, or the scale of recent phishing attacks that use spam to connect with large numbers of potential victims. 

At a high level the issues to be addressed are relatively simple:

People and organisations need access to material, support and expert advice, presented in terms they can relate to, to help them understand the true risks of using information systems, and how to manage their use of systems, services and the Internet to best address those risks.

Products need to be made simpler to install and to configure so that non-technical people, in particular, can reduce to acceptable levels the risks to which their systems are exposed.

Systems and services need to be made more resistant to misuse by those using them as part of their daily life – whether employees, customers, private individuals or other authorised users. They also need to be made more resistant to misuse by those not authorised to access them.

Unfortunately, achieving these simple objectives is complex, involving co-operation across many Government Departments and industry bodies. Those on the receiving end need to perceive a consistent image emerging from the many players.

To provide focus on the issues, and to put in context the recommendations made, this paper concentrates on four key areas:

· Education and Awareness

· Managing Risk and Building Trust

· Commercial Opportunities

· Technical Solutions

A distinction is also made between the business community – and business to business activity – and the public at large. While the former is relatively well regulated and can be addressed through established channels, such as the supply chain, the latter is far more difficult to engage effectively. There is, however, a common element in that employees, whether part of a large corporation or self-employed, are also individuals. Making them more aware and responsible employees should also affect their actions as individuals. 

This paper focuses on what is practical and achievable, while highlighting the need for long-term programmes. Hence the emphasis is on processes rather than on technical solutions.

4) Education and Awareness

Underlying much of the work needed to reduce opportunities for e-crime is the need to educate people and organisations to be aware of the risks and of their responsibilities. Although a new generation is growing up that is computer literate and technology aware, they are rarely taught the responsibilities that come with that knowledge. However, industry is becoming increasingly aware of the need to educate its employees about the importance of information systems security and, in particular, their personal responsibilities, as part of good corporate governance. Reducing opportunities for e-crime should be a key element of any business risk management programme. The way business and the public are engaged will be different – although key underlying messages will be the same. 

The first recommendation in Protecting the Vulnerable (see www.eurim.org.uk under E-Crime Working Group Outputs) was: “That the NHTCU take the lead in facilitating the development and maintenance of a common source set of information for the guidance of small firms in managing criminal risk in information systems and e-commerce. As a “quick win” the research team also drafted a short guidance document
 for small businesses, bringing together current e-crime prevention and information security material from the many current sources, presenting this around situations with which the target audiences could relate, rather than the processes used by law enforcement or by security professionals in larger organisations. This was intended to point potential victims in the right direction to get help and as the basis of locally branded guidance documents by a number of organisations.

That paper also called for co-operation between Home Office, DTI, DfES and others in identifying and supporting channels for the provision of advice and for a publicity campaign addressed at small firms. This recommendation is addressed by Project Endurance, which was publicly announced at the CBI conference on 8th November by the Minister of State for Energy and E-Commerce, with the aim of raising £2 million in sponsorship to enable a launch in Spring 2005.

Awareness programmes need to be supported by advice, Codes of Practice and Guidance documents consistent with the messages being put out but aimed at specific target communities. They also need to include pointers to mechanisms to keep people informed of emerging threats and the ways in which they can be minimised. These need to be tailored for different audiences. Large organisations will expect significant intelligence on a broad range of threats. Small firms and home users, the target audience for Project Endurance, are more likely to respond to specific threats. Child safety and conduct programmes need to use different messages and channels. But it is essential that the guidance is consistent across all channels, even if tailored to specific audiences.

Sources such as CERTs
, tend only to cover technical product weaknesses but different communities need advice on emerging threats relevant to their specific environment with any actions they should take to mitigate them. Often this can best be done by those providing the relevant services – for example the new Bank Safe Online (www.banksafeonline.org.uk) website run by APACS on behalf of its member banks to advise customers what to do about phishing attacks. Other examples include the WARP (Warning, Advice and Reporting Point) scheme
 developed by NISCC (National Infrastructure Security Co-ordination Centre) being used as the basis for information sharing across local authorities (and potentially as a model for community information sharing schemes).

While awareness programme bring benefits in the short term, initiatives are also needed to ensure that future generations learn as part of their education about the need to protect systems. Mainstream education needs to cover the ethics of, dangers of and basic protection measures related to the use of information systems and the Internet – resulting in a population educated in the risks inherent in the digital world, and what they can do about it. This should form part of the “good citizenship” element of the national curriculum, but will take some time to have any appreciable effect. 

At least equally importantly, those responsible for specifying, designing, implementing, maintaining and supporting information systems, including technical and surrounding non-technical aspects, need to be taught to anticipate the ways in which those systems could be misused and to include proportionate controls to reduce opportunities for misuse to acceptable levels. For example, all publicly available ICT-related qualifications and training should include the basics of information security and risk containment. (see “Skills For Justice” available on www.eurim.org.uk under E-Crime Working Group) .

5) Managing Risk and Building Trust

Large organisations can afford the resource and expertise to assess the risks to their business and possible countermeasures. The vast majority of SMEs and individuals have neither the knowledge nor the time to understand what information assets they have, which of these may be attractive to criminals, how criminals might gain access to them and the consequences to their business when that does occur. Equally, they do not have the expertise to undertake a sensible assessment as the basis for deciding what measures need to be taken to reduce risks to acceptable levels. While this can be mitigated to some extent by awareness campaigns and by better security products and security within mainstream products and services, this will take time to work through. 

Better risk management should be promoted through the supply chain, underpinned by three principles:

· Security should be easier than insecurity.

· Security should be cheaper than insecurity.

· Security should be a community issue.

With the increasing inter-dependence of businesses at all levels there is a need to better assess and manage risk along supply chains.  It is unlikely that any one company will know all those with whom they are doing business indirectly, but there need to be means by which organisations linked together in supply chains can ensure that those on whose performance they are reliant have taken appropriate steps to manage risk. In the same way that organisations will undertake due diligence before committing themselves financially, they also need to do so with regard to performance risk. This will, as with the financial case, reflect the extent to which the association is critical to the company – a company from whom one purchases commodity products may be less of a risk than a company that provides close support services to a product design team. While there are standards and guidelines (such as ISO 17799) available against which such assessments can be made, there is a need for more practical guidance, particularly with regard to risk modelling, assessment and prioritisation, coupled with encouragement for organisations to undertake such due diligence (and to expect it themselves). There are proposals for a Part 3 to BS7799 that would cover risk assessment, but this will take some time to develop. The immediate need is for plain English guidance focusing on practical risk management processes that can be applied by small firms with little formal training.

Recommendation 1

Build on the work being done by the CBI, with others such as the Jericho Group, to develop a plain English business guide aimed primarily at medium sized businesses that includes a specific section on identifying and assessing risk, and what to do about it. 

Such guidance, once available, needs to be communicated to business communities as part of the wider education and awareness campaigns discussed earlier. It can also be communicated directly to organisations through their trade associations, local business groups and by the DTI as part of its brief to support UK industry.

Treating such guidance as part of the broader risk management process will make it a natural part of corporate governance, focusing on the protection of assets of real worth. It may be appropriate for requirements to follow such guidance (including imposing it on their suppliers) to be incorporated in standard contract terms, including terms on liability in the event of security failures. 

Recommendation 2

That public and private sector supply chain bodies with standard terms of contract, such as the Chartered Institute of Purchasing and Supply, open debate on the inclusion of appropriate text covering obligations on both parties to follow industry guidance on the mutual recognition and management of information security risks.

There are already incentives emerging that encourage businesses to include better intangible asset risk assessment as part of good business governance. There is a slew of new regulations and legislation, especially in Europe and the USA, that seek to link informational risk and operational risk, and to include the effects of such risks as a key element in good corporate governance. The Turnbull Guidance
, now part of the Combined Code, requires companies to identify, evaluate and manage their significant risks, and assess the effectiveness of related control systems. That guidance document currently lacks clarity in this area, could be improved and applies only to larger publicly listed organisations. It needs to be updated to include appropriate measures to protect intangible assets, including information assets. There is also an urgent need for equivalent guidance in the public sector and EURIM is looking at this in the context of legislation on data protection and sharing. A plain English version is also needed that covers smaller companies, including those not publicly quoted. When the Combined Code was published in 2003 it was recommended that it be reviewed in 2 years. Given the recent focus on corporate governance, it would seem appropriate to do so now, especially as the Turnbull Report was published in 1999.

Recommendation 3

That the planned update of the guidance on risk management in the “Turnbull Report” should include explicitly the assessment and control of risks associated with information assets, the link with operational risk, and the relevance to corporate governance and that versions are produced aimed at smaller companies, those companies not publicly quoted and also the public sector.

For such guidance to be effective, it is important that industry gets a consistent message in plain English from government on the way that guidance might affect corporate governance, information assurance and commercial practices – especially competition rules and potentially restrictive terms of contract. Currently, different parts of the DTI can send out conflicting messages. An example is the drive to follow BS7799, with minimum common security standards, and the needs under the Competition Act Chapter 1 Prohibitions (see 3.16, 3.17 and 3.20 of OFT408 dated March 1999) to show that any objective quality requirements on suppliers or members should be objective and reasonable. One could argue that if BS7799 is the industry standard then it should be de jure objective and reasonable not merely de facto. This should be covered by the awareness programme mentioned earlier which is supported by the key government departments.

6) Commercial Opportunities

Only large organisations and solution providers actually develop business systems. Individuals and SMEs buy systems off the shelf. They do not have the capability to judge how robust a system or package is. Nor do they have the knowledge or expertise to decide what security products or security settings they need to minimise risk. They need easy ways of establishing how secure their systems are, and of maintaining a level of security appropriate to the particular threats in their environment.

In the long term there is a need for schemes to indicate whether packages and products conform to a declared security profile - possibly using a commercially oriented plain English variant of the Common Criteria certification scheme that relates more to SMEs and the like. However, there is an immediate need to help non-technical users to maintain secure systems. This will become more important as there is greater use of broadband access, with its concomitant risks from greater time on-line.

The sheer variety and complexity of information systems and business solutions makes it impossible to define standard “one size fits all” security settings for even common ICT products. Some degree of tailoring will almost inevitably be required.

Most security products, including many firewalls and much anti-virus software, are too complex for the average non-technical user to install and maintain. Major anti-virus software usually includes simple install and update mechanisms, but still requires the user to configure it to scan emails, etc. Moreover, the guidance to handle anything beyond the most simple queries or problems is unsuitable for those without a level of technical expertise well beyond that of the average user. Many product suppliers also provide information about the security of their products on their web sites, including information on how to configure security features. However, this is rarely written in a way that is comprehensible to non-technical people, and the existence of such information on-line is not known to most.

Simple guides in plain English on the installation, configuration and maintenance of products to increase security, and packages providing technical support, need to be developed. These should be complemented by specific packages offered by PC suppliers and solution providers to set up systems securely for the customer. For example, BT already do this as an option when installing broadband capability and have just announced a low cost add-on service for existing users. It has also been suggested that schemes should be developed for SME and personal systems to have “annual check-ups ”(c.f. the MOT for cars) with systems checked by trusted third parties and updated as necessary. 

Recommendation 4

That an industry or trade association grouping (such as SAINT or Intellect) should convene a supplier workshop to review product and service offerings to small firms and individuals. Among the topics for consideration should be the profitability of collectively offering and promoting security “health check” packages and secure versions of common products and services to small firms and individuals via high street retailers. Ways of delivering such services via independent contractors and small service companies should also be considered.

A short term action could be to encourage users to use independent consultants or other sources of relevant expertise at reasonable cost. However, those using such services need to have confidence that the persons offering them are competent and trustworthy. They also need to know what to ask for, the likely cost and how to judge that the task has been completed correctly. 

For such schemes to succeed, there need to be ways in which people can be confident those providing such services are themselves qualified. Organisations such as SANS and CompTIA offer generic qualifications at the technical level on information security, BCS ISEB, (ISC)2, and others offer qualifications in information security management and there are many vendor specific certifications. Skills for Justice (the Criminal Justice Sector Skills Council) and E-Skills (the Council for Computing and Telecommunications) are responsible for the UK National Occupational Standards in this area and the ISSA website www.issa.org/certifications.html lists most of those already recognised (by them and their 15,000 members) around the world. People should be encouraged to acquire relevant qualifications through existing training schemes and incentives.

There is also a case for government moves to encourage commercial initiatives – for example by being seen only to purchase products and services that provide adequate security. There are parallels here with car safety and security: Government eventually legislated on the use of seat belts, but also worked informally with the car industry to make cars more secure from theft, including publishing analyses of theft by make and model to “encourage” cooperation. There may need to be similar action to persuade people to use the more secure ISPs, products and services, upgrade their systems, install suitable security products and exploit commercially available security support packages. Financial incentives may be appropriate initially – along the lines of recent government initiatives to encourage take-up of on-line services by SMEs and individuals. For example, the cost of security packages or services to individuals and/or SMEs could be subsidised.

Recommendation 5

The DTI should work with industry bodies and other government departments to encourage service companies and independent contractors to offer security installation, support, maintenance and auditing services linked to publicised relevant qualifications and good practice guidelines, and backed up by financial incentives to encourage take-up by small businesses and the public at large.

7) Technical Solutions

Products need to be more robust with fewer software bugs that can be exploited for unauthorised purposes. They also need security features that can be simply configured and maintained by non-technical people and can be installed with most of those features turned on as the default option. Market pressure is causing major product suppliers to improve the security of their products - witness the Microsoft trusted computing initiative. However, it will take time for these to work through, and there will be insecure products in many homes and small businesses for many years. There are, however, short-term technical solutions that can be considered, some targeted at specific communities. 

Until recently, commercial incentives to improve security in services were not strong but the impact of recent worms, rogue diallers, spyware and other attacks has been such that several major ISPs have now installed filtering software as part of their standard offerings. Others are now using automated blacklisting of sources from which they receive problem traffic. BT has recently included suppression of URLs listed by the IWF as relating to paedophilia for its ISP users. Filtering technologies are becoming available that will greatly assist people in policing use of the Internet. Mail clients, such as Motzilla, now include intelligent spam filters that learn what the user regards as unwanted emails and discards them. There are, however, issues over the way in which such tools affect each other (as well as other software), false positives as well as false negatives, merry go-rounds of returned traffic and allegations of anti-competitive behaviour. This route is not the panacea its proponents claim.

There is a need not only for research into effective filters and other tools that help users and businesses trap undesirable Internet access and communications, but also into how these are deployed in practice and their performance monitored and, if necessary, regulated to prevent new forms of abuse. Once effective tools are available then service providers need to be encouraged to offer them and users to exploit them, both from their service providers and on their local systems. 

Recommendation 6

That the Home Office, DTI and relevant regulators - Financial Services, Advertising, Content etc, (not just communications) - work together with industry to develop, make available and encourage the use of filtering and other tools, in ways which interoperate effectively, so that users can control what Internet sites and communications they can access. (Note, such tools need to work at a number of levels from individual device to network service). 

With the mass-market use of on-line services there are increasing pressures to ensure that those using services for fraudulent or criminal purposes can be identified. These do not necessarily conflict with the academic Internet tradition of free speech and anonymity if there are effective routines for users to reject anonymous or disguised traffic routinely. Some sectors, notably financial services and government departments, are continuously improving their authentication processes. For example, VISA and MasterCard have recently introduced more secure payment systems for card-not-present transactions over the Internet. They are also taking a more aggressive stand against Merchants who are shown to be accepting credit card payments in support of illegal activities. However, there is also a need to improve the way in which service providers communicate with their customers so as to reduce the opportunities for them to be conned into compromising the information that underpins trust in that communication. 

Many widely used products need regular patching to correct security flaws. This process can destabilise systems, is expensive in user time and resource and is impractical, e.g. for small firms with neither reliable high-speed connections nor in-house expertise to correct things when the application of a patch file results in their system no longer working properly. It is doubtful that more than a fraction of small firms or home users maintain patch levels on their systems. There is also growing evidence that the patching routines of even major organisations (both public and private) are neither rapid nor comprehensive enough to cope with the problems caused by newer viruses and worms such as MSBlaster, SOBIG and MyDoom. Technical solutions to this problem will take time to have any effect as there will be older systems around for many years that will remain vulnerable. Currently there are no quick fixes for this problem. There is a need for appropriate support services, including regular “MOT inspections” to help address this issue by providing a means by which systems could be bought up to date as part of the “service”. 

The growing problems of spyware and zombies also need to be addressed. These include “botnets [robot networks of hi-jacked computers] of 250,000 PCs capable of taking a whole country off-line” and “herders paying hackers for their botnets to sell to spammers and extortionists” with price lists analysed by industry and location One dimension is easy to understand and involves tools for users to find out if their systems have been infiltrated and, if so, to take action. The other is for routines to identify the systems used in attacks and inform their owners/users by trusted routes, bearing in mind that phishers will quickly imitate, if not actually anticipate, those which are on-line. Such routines could well, therefore, need to include the option of visiting a physical location or receiving material by post, perhaps with the phone or broadband bill. 

An associated issue is that of the growth of open-source software, and the disaggregation, or unbundling, of products and services. Conflicting claims are made as to whether this will improve or impede security. There is a need for an open, constructive debate on this issue – recognising that there are strong commercial and other interests involved that can distort the arguments.

8) A Prize for Plain English

There is a linguistic gulf between those who need information on how to assess risk, and what steps to take to reduce that risk to acceptable levels, and those who provide that information. There is much material from a wide variety of sources, including a plethora of websites. Most is unintelligible to most of those to whom it is supposedly addressed – be it advice on dealing with flaws in products, guidance on managing risk, approaches to securing systems or help in sorting out problems. 

As has been seen in other technology based industries (from video recorders to mobile phones) guidance that is readily understandable by people with little or no technical knowledge can be developed, but is rare. To encourage the production of simple guidance it is recommended that prizes be awarded annually for the best guidance (various categories) produced in plain English.

Recommendation 7

That a commercial sponsor be found to support annual awards for the guidance that most effectively uses plain English to get security and crime prevention messages across to the small firms and consumer communities.
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� Information Security Policy and Practice, from the National Computing Centre (� HYPERLINK "http://www.ncc.co.uk/shop" ��www.ncc.co.uk/shop� )


� Defined here as “crime that requires ICT expertise during investigation”, following that used within law enforcement.


� Superhighway Robbery: preventing e-commerce crime” by Newman & Clarke. Willan Publishing  2003, ISBN 1-84392-018-2  � HYPERLINK "http://www.Willanpublishing.co.uk" ��www.Willanpublishing.co.uk� 


� Available on the IEE website at � HYPERLINK "http://www.iee.org/Policy/Areas/it/security/NHTCU_version.pdf" ��www.iee.org/Policy/Areas/it/security/NHTCU_version.pdf� 


� Including, for example, the documentation on � HYPERLINK "http://www.cert.org/nav/allpubs.html" ��www.cert.org/nav/allpubs.html�, although it would need to be adapted to include UK and European, rather than US, law and regulations.


� See www.niscc.gov.uk/Information_Sharing.htm and � HYPERLINK "http://www.lcwarp.org" ��www.lcwarp.org� 


� “Guidance on Internal Control (The Turnbull Guidance)” included as part of the Combined Code on Corporate Governance issued by the Financial Reporting Council (� HYPERLINK "http://www.frc.org.uk/" �www.frc.org.uk�) in July 2003.
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