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Fifth Discussion Paper

	The Reporting of Cybercrime 

Who should report what to whom? How should they do so? What should happen next?”

	

	1) 
	Summary: The Need For Joined Up Reporting

	There is much confusion over the scale and nature of e-crime
. Bids for staffing and equipment to address the problems need justification. Many organisations therefore wish to capture the experience of knowledgeable victims as to the extent and cost (CBI survey, bi-annual DTI security breaches survey, British Crime Survey, British Chamber of Commerce SME survey, etc). Meanwhile the collation of reported incidents is rare, save for analyses generated by those whose business is the filtering of Internet traffic to protect their customers. Moreover, many law enforcement agencies were reluctant to receive reports of crimes they had no hope of clearing up. Recent moves towards “ethical reporting” to ensure that police have a full picture on crime in their area are intended to change this. But the area in which an Internet enabled crime was committed is often unclear and few victims are willing to spend effort reporting for statistical purposes only. Indeed, whether an incident is criminal may not be apparent until much effort has been spent finding out what really happened. 

Easy-to-use incident reporting systems are likely to be swamped unless material is received in a form suitable for automatic collation, analysis and forwarding. That means web-forms and/or pre-validated submissions from “trusted” sources, e.g. Banks or ISPs, on behalf of customers. The work of the US National White Collar Crime Center and the Cyberangels (www.wired.safety.org) indicate the scale and nature of effort needed. The UK routines for reporting suspected money laundering illustrate the paralysis likely to result if this is not available.

Given that Internet Crime is largely location independent and that much of what is reported is for civil or regulatory action rather than criminal investigation, the need is for joint law enforcement.  This would involve industry processes to structure, acknowledge and re-route reports automatically for the attention of the relevant service provider, regulator or law enforcement agency (local, national or overseas), at the same time as recording the information for intelligence and analysis purposes. Such processes will be neither cheap nor easy to create and will lead to a transformation of reporting in general. They should, therefore, not be treated merely as add-on functions to existing organizations with their own reporting agendas but as part of the phased development of a collective structure for handling Internet related crime as a whole. In that process it will be important to manage expectations on the part of all concerned, whether reporting crime, wanting analysis or intelligence or tasked to respond. It will also be necessary to filter false or duplicated reports and handle those who will wish to refuse to accept that for which they believe (correctly or otherwise) they lack the resources to respond.

There are a number of pilots and precedents which can be built on. In the meantime, the best way of identifying the scale and nature of e-crime and its impact relative to conventional crime, is almost certainly to begin by using the British Crime Survey or enhancing the annual NHTCU survey. There is, however, also a need to rationalise the current plethora of fragmented initiatives, often requesting similar information, albeit in different formats and with different definitions, from the same groups.

	The process of rationalisation needs to address the following key questions:

	· Who wants to report what to whom and what do they expect to happen afterwards?

· Who wants to receive what reports, on what and what are they going to do with them?

· Who should be responsible for analysing reports, producing intelligence for dissemination and information for action by which appropriate authorities and organisations?

· How should such intelligence be distributed to different constituencies, and by whom?

· What reporting already happens (private sector, law enforcement agencies, regulators etc.) and how might existing information be better processed and shared?

· What are the potential volumes? What resources would be needed to handle them?

· What governance and security processes are appropriate for which material? 

	The six recommendations in this paper can be summarised as:

	· We need to bring together existing work on reporting structures and apply the relevant professional disciplines to improve quality and reliability.  At the same time we must gear up to handle the massive increase in volume that would result from making it easier for business and individuals to report what is happening.

· Improvements are also needed in the way intelligence is securely gathered, analysed and disseminated to specific target audiences in appropriate forms.

	

	2) 
	The Approach

	Reporting is a complex topic. There are a number of bodies that need information for a variety of purposes. Law enforcement needs information and intelligence to help plan resource levels and skills as well as to support investigations and prosecutions. The Home Office needs information as a basis for allocating resources and deciding priorities. IT suppliers need to know security weaknesses in their products and services so they can fix them. Large users with professional support need information on threat trends and vulnerabilities so that they can reduce vulnerabilities and manage risk. Small users and consumers, without professional expertise need guidance as to current risks and how to protect themselves. DTI needs to know the extent to which users, large and small, are affected by malicious incidents so they can run awareness campaigns and encourage good practice. 

Much information is already available. The need is therefore for analyses of what information is required by whom, from whom, for what purpose, and how that information can be provided most efficiently. Mechanisms are then needed to route accurate and relevant information to those who need it. One of the “basic rules” of classical systems analysis is that information will be late and inaccurate unless reported by those who have a vested interest in its timeliness and accuracy. It is therefore important to provide feedback and benefit to those expected to provide information. A number of organisational, structural and process issues must be addressed in order to move from the current situation towards routines that are more likely to provide timely and accurate information, when and where it is needed.

	

	3) 
	The Problem Space

	In order to reduce e-crime we need to make sure there are adequate skilled resources and processes in place to report, investigate and prosecute incidents when they occur and intelligence gathering and dissemination processes in place to enable vulnerabilities to be addressed. These also need to handle reports of incidents that might not be criminal but are anti-social, potentially damaging and/or otherwise need action by users, service providers or regulators.

It is deceptively easy for groups to identify the information they require and set up collection mechanisms. It is much less easy to ensure that those from whom the information is requested provide it accurately in a useful form and that resources are then available to take appropriate action in a timely manner and inform those who provided the information with feedback – because if they do not receive this they will stop bothering with speed or accuracy, if they continue to report at all.

A good example of the need to design reporting processes carefully is provided by the US National White Collar Crime Center
. The IC3 (Internet Crime Complaint Centre) was set up as a partnership between the FBI and the NW3C to “receive, develop and refer criminal complaints regarding the rapidly expanding arena of cybercrime. IC3 gives the victims of cybercrime a convenient and easy-to-use reporting mechanism that alerts authorities of suspected criminal or civil violations. For law enforcement and regulatory authorities at the federal, state and local level IC3 provides a central referral mechanism for complaints involving Internet related crimes.” The ease of reporting electronically to IC3, where crimes are analysed manually, has meant that 70 staff are needed to handle the volume - which includes a wide variety of incidents, including violent crime in progress, reported by those unable or unwilling to contact local police by other means. 

A more cautionary tale comes from the UK where suspected money laundering is reported by fax because e-mail is “insecure”. Reports from financial institutions and others are commonly photocopied from spreadsheets onto forms printed from ADOBE for faxing. Some report any transaction that could possibly be money laundering (99.9 % of which are not). Others report only those that they believe cannot be anything other than money laundering. One of the latter organisations reports an average of one multi-million pound incident a month and says that none has been acknowledged, let alone investigated. The team handling the reports is said to be swamped with reports and unable to cope.

	Barriers to Reporting

	Incidents may not be reported for a variety of reasons. Where reported, there is little structured collation of that information in ways that help quantify the impact of e-crime. For example, much fraud reported to police by banks now involves the use of computers or the Internet but is recorded as fraud, not as computer-enabled crime. Theft of laptops and mobile phones is usually treated as simple property theft, but the true cost may be in the information held by them that is lost or compromised.

Different constituencies have different reasons for failing to report incidents. Business is said to be reluctant to report incidents to the police partly from concerns about confidentiality, disruption to business and reputation but also because they do not expect any effective action to be taken. Smaller businesses often do not have the technical competence to decide if an incident is malicious or, if it is, the resources and time to report it and support law enforcement investigation.

Citizens often fail to report incidents because they do not know what has happened. Was it a crime or a malfunction?  Even when they feel fairly sure that they have been subject to potential criminal activity (e.g. after receiving an e-mail supposedly from the widow of an African dictator seeking help with money laundering) they are unsure whom to report this to and even less confident that anything will be done. But if every virus infection, hacking attack or “unpleasant e-mail” were to be reported would the result be more informed policing, a safer environment or paralysis by paperwork?

The Internet Crime Forum (ICF)
 has a sub-group working jointly with the Home Secretary’s Child Protection Task Force on the Protection of Children, looking at how best to encourage reporting of potential e-crimes or other forms of abuse of the Internet and computer systems. It has been focusing particularly on home users and SMEs who currently seem rarely to notify anyone when they suspect something is wrong. Experience of the US National White Collar Crime Center shows that there is a demand for such a point of contact but the ICF subgroup work has shown there is a real danger that creating a similar site could overwhelm available resources – especially in law enforcement – leading to disenchantment with reporting because of lack of any tangible response. If the victim contacts their ISP via the abuse@ facility the response is likely to be along the following lines: “This Automated Reply is often updated (Current Issues Section Below), so PLEASE READ FULLY as this may be the only response you receive.  The XXXX AUP Team thank you for taking the time to report this incident.

If your email is not related to an Abuse of XXXX UK's Terms & Conditions or the Acceptable Use Policy, then your email will not be processed. Similarly, if your query is regarding IP Addresses, web sites or programs that are not provided or created by XXXX UK then your email will not be processed.  Unless a service is provided or created by XXXX UK, we are unable to offer any support.

We are aware of the ever-rising problem of Spam & Viruses on the Internet. With this in mind, we are currently trialing Spam / Virus reduction measures and hope to have them in place soon.  Please click here for information on XXXX Secure Mail (powerful upgrades and protection for your inbox): that will be starting soon at XXXX UK.”

So you follow the clicks and end up using their filtering service YYYYY. In the event of a bounced e-mail this advises:  “We simply provide a public list of ranges of Internet space (IP addresses) which we do not wish to exchange traffic with. Other networks may choose to filter traffic on their systems using our list. YYYYY never touches any email (or other data packets) between your network and someone else's network. Any email bouncing or packet blocking that takes place occurs at the receiving system…………….We encourage you to ask your Internet Service Provider (ISP) to fix the problem which has resulted in your mail bouncing or whatever other effects of being listed in YYYYY you may be experiencing”   – so the customer e-mails abuse@XXXX, or more likely gives up.  

It is little wonder that a survey by Entrust in August 2004 indicated that perceptions over security are now the biggest barrier to the growth of e-commerce and on-line banking. 

Action to make it very much easier for customers to report incidents will be an essential component of any awareness campaign to educate them on what to report to whom. The Home Secretary’s Task Force wants to provide a facility to which people can report behaviour (chat, emails, websites, etc) that actually or potentially threatens children. The ICF has recognised the need for somewhere to which people can report other specific types of criminal activity such as auction fraud, fraudulent web sites, and the like. But the owners of PCs or small office or business systems rarely have the expertise to distinguish between technical faults, malicious attacks or just operator error. The work of the ICF sub-group shows that any reporting system must make it easy for the person reporting to identify the right place to report incidents of different types. It also showed that, if not carefully designed and made available for use under strictly controlled conditions, any reporting centre could easily be overwhelmed, sucking in massive resource to little effect.

	Barriers to Dissemination

	The process of gathering, analysing and disseminating appropriate information on new and emerging threats and vulnerabilities is currently fragmented and aimed largely at big business. There is no agreement on what level of information should be provided to which constituency nor the appropriate means of delivery. There is a need to strike a balance between exposing potential threats and vulnerabilities, possibly encouraging their exploitation, and restricting availability of such information, possibly leaving people and businesses vulnerable to attack. It is not clear who should make that decision for different types of information/intelligence. For example, UNIRAS has debated whether it should provide a service to industry at large (or even the public at large) as well as to government, and what information it should provide. Similarly, it is not clear whether it is better to provide a service where people can pull down the information at their convenience, or where the information is pushed to them. Most anti-virus software suppliers now offer a free subscription service that alerts people to new virus threats and this could be a model, combined with campaigns to make people aware of the availability of such services. But this still depends on the basic information being made available in ways that ordinary users can access and understand.

A further barrier to the collection, collation and dissemination of information is the variety of formats in which such information is recorded and exchanged. E-crime is an international problem, and requires international cooperation to combat it. There is agreement in some areas on common standards – such as CERTs exchanging information – but there are still major problems in the way information on incidents, and derived intelligence, is shared and communicated across organisations and national boundaries.

There is already much information available on commercial and government web sites about security vulnerabilities, emerging threats, viruses and how to avoid, react to or prevent such incidents. However, the vast majority of individuals and small businesses do not even look for such information – except under exceptional circumstances such as happened with the recent SOBIG virus. And at that point the problems emerge. Ways need to be found to encourage target audiences to access and act on information on such sites - whether through ISPs or popular web sites used for other purposes – hobbies, news and the like. That will also entail looking afresh at the usability of such sites by the majority of the population - not just ICT enthusiasts.


	4) 
	A Way Forward

	The reporting problem can be addressed in manageable chunks, but to do so will require co-operation amongst a number of players, recognising that there are three distinct, albeit overlapping, reasons for establishing reporting mechanisms:

	· the need for information on the size and nature of e-crime, to plan the right levels of skills, resource and working practices and commit to appropriate levels of investment across government and industry to reduce the opportunities for e-crime;

· the need to report suspicious incidents, vulnerabilities, adversary capabilities and the like, to enable the collection of intelligence, linked to means whereby this can be fed to different constituencies to enable them to protect themselves from new threats and vulnerabilities as they emerge - and to product suppliers to address security weaknesses;

· the need to provide the means whereby individuals and business can report and support investigation of suspicious incidents.

	All three might also benefit from routine bulk reporting by those running protection services for their clients, most of which include monitoring, analytical and trend analysis services.

	Current Initiatives

	The ICF One Stop Shop subgroup has looked at the practicality of a portal site to help victims decide what sort of incident they have and where to report it. This is already done to some extent by ISP technical support staff when called by customers with perceived technical problems with their Internet connection. A first step could be to develop a matrix that shows the information that should be reported for different types of incident and which organisations should be informed, for what purposes. This could be used as the basis for a simple reporting guide for wide dissemination.

	Potential Quick Win

	That the work of the ICF sub-group on the “One Stop Shop” be used as the basis of a joint industry/government group to develop a simple classification of the types of information to be reported to whom as the basis of a guide on reporting for wide dissemination.

	There are already initiatives underway to improve reporting. For example, the National Hi-Tech Crime Unit is working towards an internal reporting system across local police forces in England and Wales, endorsed by ACPO, that will enable identification of the computer element of recorded crimes. Commercial organisations, such as Symantec and MessageLabs, have for some time been monitoring the incidence of viruses and other malicious activities on the Internet in support of their own business, including virus alerting services. They are extending this to provide an intelligence service to large organisations advising them of potential new threats. Many ISPs routinely scan for spam and viruses, and could collect information on their frequency.

People can contact the Internet Watch Foundation (IWF) if they suspect they have been inadvertently exposed to potentially illegal content - especially child abuse images hosted anywhere in the world or criminally obscene or racist material hosted in the UK - and this is proving very successful. In 2003 IWF processed over 20,000 complaints from the public, ISP's and referrals from the Police. Reporters self-classify the content they are exposed to; most reports relate to allegations of child abuse content. About a quarter to a third of what they report is assessed as potentially illegal if downloaded in the UK. 99% of child abuse content is traced to foreign territories so the IWF works with NCS (POLIT) and, through them, other agencies to put them on notice that there may be potentially illegal content hosted in their country.

The NHTCU has introduced a confidential reporting system for business that enables them to report suspicious incidents in confidence without commitment to investigation and with safeguards on respecting commercial confidentiality. This scheme is enabling the NHTCU to improve its intelligence gathering capability. The next step is to incorporate this information into intelligence briefings for, initially, major organisations and government departments such as NISCC. Later smaller businesses could be encouraged to report, and to receive suitably tailored intelligence reports.

The NISCC has established a handful of “Information Exchanges” for critical national infrastructure system owners to share reports with each other in a highly trusted environment. A number of regional police forces now have routines to receive e-mails reporting minor incidents but typically warn that these should not be used for urgent communications. PITO established an on-line site for reporting minor crime some time ago, and has been implementing an agreed strategy to develop this into a more comprehensive portal for the reporting of a wide range of incidents. Significant work is being done to establish the priority policing business areas that will be supported, and a launch strategy is being developed that takes account of the likely demand – learning from the lessons of the Public Record Office and others overwhelmed by hits when their site was first made available. A key aspect of this work is the recognition that robust and effective back-end analysis processes are needed coupled with well-structured front-end interfaces that filter reports and direct them to the most appropriate recipients – minimising the need for skilled staff. There is a particular need to cope with reports from people with little expertise, as described in the second EURIM-IPPR discussion paper, “Protecting the Vulnerable” (available on www.eurim.org.uk in the E-crime working group section).  Any automated processes that handle incidents do need to take account of the potential misuse of such mechanisms for criminal purposes – for example, fraudulent reporting for insurance claims.

	Recommendation 1

	That PITO, NISCC and NHTCU work together to ensure that seamless portals for the reporting of incidents are developed that meet the needs of law enforcement, e-crime and critical infrastructure protection.

	There are CERTs, including UNIRAS, JANET/UKERNA and similar organisations that act as a focus for reporting vulnerabilities in products and services and other suspicious electronic activities. They provide an intelligence service to business and to the public on current vulnerabilities, threats and the status of countermeasures. However, they rely mainly on reports direct to them on new threats and vulnerabilities, although CERTs do co-operate and share information internationally.

In the short term, we need to build on these initiatives. For example, those tracking the incidence of viruses are mainly concerned with ensuring that their products can intercept them and prevent damage to their customers’ systems. They could also collect additional information on the possible victims and sources of viruses, and provide that information to law enforcement who could then decide whether to investigate and, possibly, prosecute the virus writer or propagator.

	Need for Education & Awareness

	Effective reporting is linked strongly to education and awareness. Individuals and SMEs particularly need better understanding of how to decide the significance of an incident and where to report what type of incident. Suitable campaigns tailored to specific types of incident may enable new reporting mechanisms to be introduced progressively, using the experience of the IWF that, given clear guidelines, people can decide what should, and should not be reported. Web forms should be used to help structure reports for easier subsequent routing. Government needs to work with law enforcement and industry, especially the product suppliers and the ISPs, to identify different types of incident, and ways of making the target audience aware of them and to whom to report them. The ICF One Stop Shop subgroup has, with the Home Secretary’s Task Force, made a start on this but the task is non-trivial and needs serious support and funding from both industry and law enforcement.

	Recommendation 2

	That the Government build on the work of the ICF  “One Stop Shop” subgroup and  support the creation and maintenance of a website that helps users identify the problem they face and whom they should contact for assistance or to report the incident. This should be aimed primarily at home users and SMEs and linked with the PITO portal, as discussed above.

	Alternative means of establishing information sharing also need to be explored. . IAAC, in association with NISCC, has recently published a study report: Sharing is Protecting, on information sharing models. An approach that could be considered for wider exploitation is the WARP (Warning, Advice and Reporting Point) scheme being developed by the NISCC
. This has similarities to Neighbourhood Watch Schemes in that it is designed to provide a service tailored to its community, providing early warnings of alerts and vulnerabilities, a trusted focus for reporting of incidents and attacks, and help on finding assistance. It provides a framework within which individual communities can set up their own groups, and through which intelligence can be shared between communities.

	Recommendation 3

	That the WARP approach developed by NISCC be considered as the model for a broader scheme to encourage local sharing of incidents, information and intelligence within and between communities.

	Reporting Hierarchies

	We need to separate reporting of incidents that, in themselves, probably do not deserve specific action from those that demand investigation. It would be unreasonable to report to the police every virus infection or every incident of a “419” contact
. They would rapidly become overwhelmed and be unable to respond to calls for help. However, there is a need to accumulate such information for intelligence purposes and to trace the perpetrators. The rapid spread of a virus (such as the SOBIG virus) can severely damage industry and inconvenience individuals. The persistence of 419 contacts, including those disguised as charitable appeals, is because they make money and individuals suffer real loss.

The need is probably for multi-level reporting processes whereby incidents can be reported for information and then collated and analysed for trends to help identify and prosecute the originators of those causing significant damage. An example was that developed by law enforcement in the UK for 419 contacts, where a central reporting system was set up based on the experience gained by units set up by the Metropolitan Police and NCIS to record 419 incidents. This enabled the successful identification and prosecution of the originators of a 419 scam in South Africa from reports of contacts received in the UK. Such services do, however, need a continuity of support and funding which is unlikely within existing police structures. 

	Providing Intelligence

	A key aspect of any reporting system is the ability to provide feedback – including intelligence on threats, vulnerabilities and adversary capabilities to help organisations and individuals take pre-emptive action when managing risk or planning new business opportunities. Processes must also include incentives for those reporting incidents. This has two implications:

	· that there are organisations capable of collecting, and analysing information;

· that there are means of getting the relevant intelligence to the right recipients.

	The former is already being done to an extent by organisations such as NCIS, NHTCU and NISCC. There is still a need for this information to be consolidated and interpreted in a way that is useful to the commercial world – possibly by the NHTCU. The latter is more difficult. The possible routes, include:

	· via WARP communities where these have been established;

· via other channels such as Chambers of Commerce, Round Table Associations and Industry Sector Trade Associations;

· via on-line channels – for example, it could be useful to display a “top ten threats” as part of the PITO or NHTCU incident reporting web site.

	The first two, in particular, could encourage members of such communities to contribute information for the common good, since all in the community would benefit from reliable intelligence. While there is a demand for intelligence that could be provided by commercial services at a price, there are issues of trust that may inhibit take-up. There is also concern that such services would not be attractive to small firms and the like – who operate the vast majority of vulnerable systems.

	Recommendation 4

	That the Home Office identify and fund the facilitation of discussions between all interested parties on the development of intelligence analysis and dissemination processes and channels.

	Pro-active Analysis

	The very characteristics of the Internet and modern inter-connected systems could be used to advantage, reducing the need for certain types of reporting. There are commercial organisations that already effectively monitor behaviour on the Internet – and services are offered that provide information on current threats and vulnerabilities and on trends in threats. Firms provide services that scan open-source material for potentially damaging or threatening information to those organisations using their services. In some cases this activity includes support for public access to this information. An example is the ability to subscribe to virus alert services. It would be possible to extend such activities to include the collection of additional information – for example collecting information not just on the prevalence of viruses, but on their cost and possible sources - so law enforcement could pursue those that are particularly damaging. This would reduce the need for people to report virus infections for intelligence purposes but it would require there to be processes in place between those collecting the information and those who want to make use of it. Public/private partnerships are already being developed to achieve this. An example is the collaboration between the NISCC and Symantec. What is needed is a more structured process for encouraging the private sector and academia to think about how activities in which they are already engaged could be exploited to wider benefit.

	Recommendation 5

	That appropriate government agencies (led by the Home Office and the DTI) work with selected commercial organisations on ways in which existing Internet monitoring and other capabilities could be extended to provide better intelligence and reduce the need for some types of reporting.

	5) 
	Conclusion

	Much can be done to reduce fragmentation and duplication of effort with regard to reporting structures and improve the availability of intelligence to help focus existing resource. However, there remains a Catch 22 situation with regard to justifying the resources necessary to create easy-to-use reporting systems that will not be swamped. Without such systems we risk confidence in the Internet being eroded by the inability of most users to report incidents to someone who will take notice of their concerns. Education and awareness campaigns could do more harm than good unless accompanied by such routines.

These need to build on the lessons of exercises to date in this area, such as the US Internet Crime Complaint Center and the abuse reporting routines of those ISPs which are now giving serious attention to customer support and abuse prevention. They also need to learn from the problems of the UK Money Laundering reporting routines. 

Reporting systems therefore need to make full use of web technology, with instructions in plain English, to enable reports to be structured inter-actively by a confused end-user. They also need to be capable of receiving bulk reports from “trusted” sources: banks, credit card operators, major communications service providers etc. Collated material then needs to be forwarded to the most likely action square: law enforcement (national, local or international), regulator (financial services or content as well as communications), service provider etc.

They also require a scale and continuity of effort that is unlikely within structures and may need to be considered in the context of overall reform of reporting procedures.

	Recommendation 6

	That Home Office, DTI, Ofcom, FSA and the major communications service providers (including mobile as well fixed) and financial institutions work with the main law enforcement and security players to work up proposals for a national framework for reporting possible e-crime incidents and routing information to those who need it, whether to take immediate operational action or for intelligence or budgeting purposes.
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� Defined here as “crime that requires ICT expertise during investigation”.


� The Center’s Internet Fraud Report for 2002 can be found at www1.ifccfbi.gov/index.asp


� The Internet Crime Forum is a joint Government/Law Enforcement/Industry working group that discusses issues of mutual interest relating to hi-tech crime – see www.internetcrimeforum.org.uk


� See www.warp.gov.uk


� “419” is the shorthand for scams originally involving letters requesting help in moving substantial sums of money internationally, with the victim asked to provide seed money to expedite the transfer. They originated in Nigeria, but over time have become more widespread in origin and more sophisticated in the manner of their operation.
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