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1 Introduction 

This document provides guidance on the use EAS Management Server for registering new 
users in EAS and enrolling these users for access to services through EAS.  

This guide is aimed trusted personnel operating the EAS Identity Management System on 
behalf of a Registration Authority. 

The EAS Identity Management System supports the EAS Registration Policies as specified in 
EAS document: 

�  Scheme Registration Policies where a Local Authority takes the role of Registration 
Authority,  

and further information in: 

�  OPS Model EIAS Implementation Guide, and 

�  EAS Trust Framework 

Additional guidance is to be provided to Registration Authorities on the application of the EAS 
Registration policies. 

It is assumed that Registration Authority trusted personnel understand these policies and its 
application within the local authority. 

A separate guide provides further information for "Super RA" operators who configure and 
control the overall operation of the EAS Identity Management system including setting up new 
Registration Authorities. 
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1.1 Supporting Documents 

[1] Scheme Registration Policies where a Local Authority takes the role of Registration 
Authority 

[2] OPS Model EIAS Implementation Guide 

[3] EAS Trust Framework 

[4] SafeSign Management Server version 8.0 User Guide 

[5] EAS Identity Management System Administration Guide 

EAS Management Server is provided with a full set of documentation. Note, however, that 
there are some significant customisations applied to this version of the software. This 
document takes precedence over the EAS Management Server documentation. 

1.2 EAS 

Employee Authentication Services (EAS) Management Server controls the registration and 
enrolment of users for the Government Gateway EAS project, including identity checks, 
assignment of services in the Government Gateway system, and managing the lifecycle of 
users within the system. Operators issue two-factor authentication tokens that provide access 
for users to the Government Gateway system. 

EAS Management Server is built on SafeSign® Management Server with significant 
customisation. SafeSign Authentication Server provides authentication for the tokens, 
allowing users to log on to the Government Gateway. 
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You register users using EAS Management Server. These users are enrolled in Government 
Gateway services, and issued tokens registered with the SSAS authentication server. The 
users can then use the tokens to log on to the Government Gateway services they are 
allowed to access. 
 

1.3 Terminology 

 

Term Use 

Applicant A worker who is not yet registered with the Scheme, and has been 
nominated by a Sponsor to become a user. 

Device Generic term for smart card or token or other physical device issued 
to a person for authentication 

Enrolment 

Enrolment is the process by which a client is enabled access to a 
specific e-Government service. Enrolment is concerned with 
establishing the entitlement of a client to receive an e-Government 
service. 
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Term Use 

Enrolment Agent A person who carries out the procedures defined by the Registration 
Authority to enrol a user to access a service. 

EAS Trusted Roles Roles configured into the EAS Identity Management System to 
support the trusted roles required by EAS policies. 

EAS User [or User] A person using EAS Authentication Services. 

Form The information displayed during a stage. A form may consist of a 
single or multiple pages selected by tabs. 

Issuer A persons who carries out the procedures defined by the Registration 
Authority to issue tokens, smart cards and other devices to users 

Partner Organisation An organisation, other than that operating the Registration Authority, 
which has workers providing services and who are eligible to use 
services accessed via the scheme. 

Registration 
The process of verifying evidence both that a real-world identity 
exists and that a client is entitled to use or represent that real-world 
identity. 

Registration Agent A person who carries out the procedures defined by the Registration 
Authority to register an applicant. 

Registration Manager One or more individuals identified by the Registration Authority’s 
Corporate Management to ensure that registration processes are 
operated to the correct quality to meet the organisation’s 
responsibilities 

Smart Card Device issued to EAS operators used to authenticate access to the 
EAS Management Server. 

Sponsor A person within an organisation who has been identified by Corporate 
Management to empower individuals to represent it, and 
consequently nominate applicants to become users and access a 
defined set of services from scheme. 

SSAS SafeSign Authentication Server 

SSCM SafeSign Crypto Module 

SSMS SafeSign Management Server 

Super RA A person (or persons) responsible for setting up a Registration 
Authority within the EAS Identity Management System 

Token Device issued to EAS users.  This currently includes OATH Tokens 
and EMV Cards and reader. 

Trusted Identity 
Assertion 

A piece of information that asserts the identity of an individual that is 
trusted by the Gateway. It must come from a trusted source. E.g. 
NINO from Service Owner 

Trusted Role A definition of a position within an organisation that is suitably 
accountable. 

Workflow A sequence of web pages forming a task within the EAS 
Management Server. 

Table 1: Terminology 

2 Getting Started 

EAS Management Server is a web based application. It uses Internet Explorer to display the 
pages that make up the application, which consist of various forms that you use to perform 
tasks.  
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See section 8 for further information on setting up workstations for RA personnel using the 
EAS Management Server. 

2.1 Log on to EAS Management Server 

A smart card provided by your RA Manager, or the Super RA, gives you access to EAS 
Management Server. 

a) Start the EAS Management Server application. Your system administrator may have 
provided you with a shortcut on your desktop or may have given you a link to the 
website, possibly in an email message. 

b) Place your card into an available card reader on your local machine. 

After a short pause, the EAS Management Server Logon  page is displayed. 

c) Enter your PIN into the box displayed and click Logon . 

You may also have to enter some security phrases into boxes displayed on screen. 

Note:  If you are inactive for a period of time specified by your administrator, you are logged 
out of EAS Management Server automatically. If this happens, you must re-enter your PIN. 

2.2 Finding your way around 

The terms used when describing the different elements that make up a screen in EAS 
Management Server are shown in the following images. Even if the appearance of your 
version of EAS Management Server differs from that shown, each of the elements is present. 

The first page you see when you have logged on to EAS Management Server is similar to the 
one shown below. 
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The specific workflow options available will depend on which EAS Trusted Roles have been 
allocated to the trusted person logged in. 

The workflow options are grouped in categories. Click the category name to expand or 
contract the section. The example has categories of People , Cards, Tokens  – the categories  
and workflows available to you depend on your level of access and any changes that have 
been made to EAS Management Server. 

The People  category covers those workflows relevant to collection, verification and 
authorisation of attributes for registration and enrolment. 

The Cards  category covers those workflows relevant to general management of the smart 
cards used to authenticate trusted personnel and the issuance of tokens to users. 

The Tokens category covers those workflows relevant to issuance and management of 
authentication tokens used to identify users. 

At the top right corner of every page within EAS Management Server are two options: 

�  Help  – access help for the page you are using/ 

�  Log off – log out of EAS Management Server. 
 

Note: A form may only contain one page, which may not have a tab. In this case, the 
meanings of "form" and "page" are interchangeable in this document. 

2.3 Forms and Attributes 

The following screens are used often throughout EAS Management Server. 

2.3.1 Overall Composition 

For a number of workflows a set a form is provided for input or viewing of Attributes 
associated with a user's registration and enrolment(s) in service(s). 

An example form for the input of personal information for the registration of a user by an 
agent is shown below: 
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Depending of the specifics of the workflow and the features available to an EAS Trusted Role 
a form screen may consists of the following elements: 

2.3.2 Workflow stage 

 

 

This indicates the stage within the current workflow. 

2.3.3 Page tab selector 

 

 

This enables the you to select the page to access a particular set of attributes.  Example tabs 
are: 

�  personal  shows attributes which identify a person, 

�  address  shows address attributes 

�  ID proof shows attributes used to check the identity of a person (e.g. passport 
number) 

�  Commentary  shows the commentary added by Registration Authority personal 
during registration or enrolment of the user 

�  Key to Success , ContactPoint  etc show the service specific attributes set in 
enrolling a person in a service. 
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�  Devices  shows information on any devices currently issued to a person 

2.3.4 Attribute Input Box 

When a form page is being used for input then the input box for attribute is colour coded to 
indicate: 

i)  White:  

This attribute is optional. 
 

ii) Yellow:  

This attribute is mandatory at this phase of the user registration or enrolment 
 

iii) Green  

This attribute is needed before registration and enrolment input process is 
completed ready for authorisation. 

iv)  Red  

An attempt has been made to save data without this required attribute being 
entered 

The meaning and use of the attributes is outside the scope of this document.  You should 
refer to your local Registration Authority Policy, EAS Registration Policies [1] and 
documentation concerning the services accessed via EAS for details. 

2.3.5 Unique Identifier Attributes 

Certain attributes are used to identify an individual user and so the EAS Management 
Serverenforces uniqueness of these attributes as follows. 

2.3.5.1 Group in RA 

This attribute identifies the RA or the organisational unit within the RA such department or 
Partner Organisation.  New users are assigned to an RA and an organisational unit within an 
RA. 

The available groups within a Registration Authority are shown and can be selected using the 
Select RA window which is opened by clicking on the icon next to the input box for this 
attribute:  . 
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Click on the "+" sign to open up the list of groups with your Registration Authority and then 
click on that group to select it. 

This attribute is commonly assigned by the Sponsor. 

2.3.5.2 Unique ID in RA 

This attribute identifies the user within the Registration Authority (for example Employee 
Number) and is assigned according to local policy.  This attribute must be unique within the 
Registration Authority. 

If this is set to a value which is already assigned to someone else in the same Registration 
Authority an error is displayed and the registration information cannot be saved. 

This attribute is commonly assigned by the Registration Agent 

2.3.5.3 Login Name 

This attribute is the identifier used to log into services via EAS.  It is assigned according to 
local policy.  This attribute must be unique within the Registration Authority. 

If this is set to a value which is already assigned to someone else in the same Registration 
Authority an error is displayed and the registration information cannot be saved. 

This attribute is commonly assigned by the Registration Agent. 

2.3.5.4 E-mail 

This attribute is the e-mail address of the user.  This attribute should be unique across the 
whole of the EAS Management Server. 

If this is set to a value which is already assigned to someone else in the system a warning is 
displayed but the attribute can be saved with the same value if required. 

2.3.5.5 ID Proof Documents 

Any (Primary, Second, Third) of the ID Document Reference values for a particular ID 
Document Type (e.g. Passport Number), as appear on the ID Proof tabbed page, should be 
unique across the whole of the EAS Management Server. 

If this is set to a value which is already assigned to someone else in the system a warning is 
displayed but the attribute can be saved with the same value if required. 

2.3.5.6 SSMS ID 

A further identifier is created automatically by the SafeSign Management Server (SSMS) 
called the SSMS ID and is used for internal references.  This is displayed in certain screens 
(e.g. search, audit).   

2.3.6 Service enrolment selection 

For roles allowed to manage services as set of check boxes will be visible on the person 
page.  When checked a tab appears which allows the attributes for that service to be entered. 
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2.3.7 Selecting Date 

Various workflows in the system allow you to enter a date. The date control works in the same 
way in all workflows. 

To select a date, click the calendar button next to the field: 

 

2.3.8 Picture or Signature Input 

 and   

These attributes are used to capture a picture of a user and the user's signature in agreement 
to terms and conditions for registration or enrolment in a particular service. 

During input workflows this attribute may be changed by clicking on the image box or 
associated button. 

For further details concerning picture or signature capture see section 5.7. 

2.3.9 Status Display 

This displays the status of the user in progression through registration process. 
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An arrow indicates that the user is at this activity is in progress.  A green tick indicates that 
this stage has been successfully completed.   

A separate status applies to the registration and each of the service enrolments. 

The meaning of these status values are: 

a) Sponsored - being sponsored; 

b) Registration in progress/ registered - registration / enrolment attributes are being 
completed and checked by an agent; 

c) Waiting authorisation - the registration or enrolment is waiting authorisation; 

d) Authorised - the registration / enrolment has been authorised; 

e) Rejected - the user registration / enrolment has been rejected and should be 
reviewed by an agent; 

f) Suspended - the user is temporarily suspended from use of EAS authentication but 
the user's attributes are still preserved; 

g) Revoked - the user of EAS authentication and enrolment in services is permanently 
revoked. 

Note: The status of an EAS user for the enrolment process for a given service is indicated by 
a status field within the page tab for that service. 

2.3.10 Commentary 

The commentary page enables all the EAS Trusted Roles concerned with registration and 
enrolment of a user to provide comments about the user's registration or enrolment process. 

The commentary page is shown below.  New comments may be entered in the top input area 
and added to the commentary by clicking the Add Comment button 
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2.3.11 Search Facilities 

2.3.11.1 Using the Find Person screen 

Various workflows in the system allow you to search for a person. The Find Person form 
works in the same way throughout these workflows. 

 

To search for a person, complete appropriate details and click Search .  

It is not necessary to enter information into every field.  

Leaving all fields empty and clicking Search  displays a full list of all people available. This is 
not recommended on a live system as the number of entries could be very large.  

Use the TAB key or the mouse to move between the search options. Press the ENTER key to 
start the search. 

2.3.11.2 Search Criteria 

The top section contains fields for entering basic details about the person you are trying to 
find. These are: Title , Forename  (first name) and Surname  (last name). 

You can use an asterisk (* ) as a wildcard in either the Forename  or Surname  fields, to 
represent one or more characters. For example: 

�  El*  finds all names beginning with "El "  

�  *beth  finds all names ending in "beth "  

�  El*beth  finds all names that begin with "El " AND end with "beth " 

The filtered by  drop down list can be used to select persons who awaiting processing by a 
registration / enrolment agent or authoriser in relation to registration of identity or enrolment 
for a particular service. 

The roles  drop down list can be used to select persons who are in a particular EAS Trusted 
Role (see section 3). 

The devices  drop down list can be used to select persons that have or have not been issued 
either a token or smart card.  
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2.3.11.3 Results of the search 

The results of your search are displayed in a search results table. Various options are 
available for displaying and sorting them. 

To select an individual from the list displayed, select the checkbox on the left of the row. 

The first column shows the internally generated "SSMS ID" as described in  

2.3.12 Using tables 

Several forms within the system display a table at the bottom of screen; for example, when 
you are searching for a person or running a report. 

Note:  The table can be sorted in ascending or descending order, based on a selected 
heading. Click the required table heading. Click again to reverse the order. 

You can change number of rows displayed using the Rows  field and you can use the 
following buttons to help you locate a specific record: 

 

 
Displays all items on the last page. 

 
Displays all items on the first page. 

 
Shows items on the next page. 

 
Shows items on the previous page. 

 
Hides the displayed form and expands the table, displaying 
more rows. 

 
Shows the displayed form. 

 
Allows you to change the number of rows displayed by 
either typing or selecting the required number. 

 

Note:  The options are available only when they can be used. For example, the options to go 
to the first page and to the previous page are not present if you are already viewing page one. 

Depending on the action being carried out, the buttons may differ. 

3 EAS Trusted Operator Roles  

The EAS Management Server is configured to support the following trusted roles for EAS 
operators based on requirements for trusted personnel specified in the EAS Registration 
Policies [1] and associated documentation [2] [3]: 

The trusted administration and operator roles are organised hierarchically as illustrated in the 
following diagram: 
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The Super RA  manages the setting up of Registration Authorities including the personnel 
undertaking Registration Manager and initial Issuer  roles for issuing operator cards. 

Note: Guidance on Super RA workflows is given in the EAS Administration Guide [5]. 

The Registration Manager manages personnel undertaking trusted roles for the registration 
and enrolment of EAS users including further issuer personnel issuing tokens to EAS users. 

Note: The Issuer  role is allocated to personnel issuing operator cards for trusted personnel 
as well as personnel issuing tokens to end users. 

The specific trusted operator roles for the registration and enrolment of users are: 
�  Sponsor Roles 

Sponsors are the operators who input the details for the end users, 
making the initial request that they be added to the system. Different 
sponsor roles have different responsibilities. 

�  Sponsor ID – enters details for the user's identity. 

�  Sponsor CP – enters details for the user's requirements for the 
ContactPoint service. 

�  Sponsor KTS – enters details for the user's requirements for the Key 
to Success service. 

�  Registraration Agent Roles 

Registrars check the details entered by the sponsor, enter sponsor details 
on behalf of sponsors who cannot access the system, and set up the 
user's Government Gateway logon credentials. 

�  Registration Agent – checks the registration details for users. 

�  Registration Manager – in addition to the permissions for a 
Registration Agent, a Registration Manager can also request cards 
for other operators. 

�  Enrolment Agent Roles 

Enrolment Agents capture all the details for the services that the users 
require, and capture the users' signature to document their acceptance of 
the terms and conditions of the service. 

�  ECP_RAO – allows you to capture the service details for 
ContactPoint, and set a limited number of the access rights. 

�  ECP_RAOGM – allows you to capture the service details for 
ContactPoint, set the access rights, and capture the user's signature. 

�  Enrol KTS – allows you to capture the service details for Key to 
Success, and to capture the user's signature. 
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�  Authoriser Roles 

Authorisers approve the details that have been entered for users. Different 
authoriser roles have different responsibilities. 

�  Authoriser ID – authorises the user's identity details. 

�  Authoriser CP – authorises the user's ContactPoint details. 

�  Authoriser KTS – authorises the user's Key to Success details. 

�  Issuers 

Issuers issue tokens to users once the users have been sponsored, 
registered, enrolled and authorised. There is only one Issuer role. 

Note: The EAS Registration Policies [1] and associated documentation [2] [3] specifies 
constraints on the roles that may be combined to enforce segregation of duties. 

This section gives guidance on the use of the workflows available to these roles, excluding 
workflows for the Super RA which are specified in a separate guide for Super RA operators 
[5]. 
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4 Registering and Enrolling Users 

Before you can issue tokens to users, you must capture their details in the database. 

4.1 The process of adding users 

The process for capturing all the details of a user so you can issue a token that allows access 
to the Government Gateway requires several roles, ideally carried out by several different 
people. 

1. Sponsor the user 

When you sponsor a user, you add their details to the EAS Management 
Server system. You can enter their details directly, or import the user 
details from a file. You must also record the details of the services 
required for the user. 

There are different roles available for sponsors: 

�  Sponsor ID – can enter the user's personal details.. 

�  Sponsor CP – can set the ContactPoint service options required by 
the user. 

�  Sponsor KTS – can set the Key to Success service options required 
by the user. 

See 4.2, Sponsoring a user for details. 

A Registration Manager can also sponsor a user on behalf of a sponsor 
who does not have access to the system: see section 4.3, Sponsoring a 
user remotely for details. 

A Registration Manager or Registration Agent can import user details from 
a file using the Import from File  workflow. See Error! Reference source 
not found. , Error! Reference source not found.  for details. 

2. Register the user 

Once the user has been sponsored, a Registration Agent or Registration 
Manager checks the details, adding information as necessary. See section 
4.5, Registering a user for details. 

A Registration Manager or Registration Agent can also check if a user has 
an existing Government Gateway account, and link it to the account in 
EAS Management Server. See section 4.5.1, Retrieving an existing 
Government Gateway account for details. 

3. Enrol the user 

The enrolment agent captures all the service details for the user, then 
captures the user's signature to indicate acceptance of the service terms 
and conditions. 

There are different roles available for enrolment agents: 

�  Enrol KTS – can enrol users in the Key to Success service. 

�  ECP_RAOGM – can enrol users in the ContactPoint service. 

�  ECP_RAO – can enrol users in the ContactPoint service and set a 
limited number of access options. 

See section 4.6, Enrolling a user for details. 
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4. Authorise the user 

Once all the details of the user and their service requirements have been 
collected and the users enrolled in the service, an authorisation agent 
must check all the details and approve the user's account. 

There are different roles available for authorisation agents: 

�  Authoriser ID – can authorise a user's identity details. 

�  Authoriser CP – can authorise a user's ContactPoint service details. 

�  Authoriser KTS – can authorise a user's Key to Success service 
details. 

See section 4.7, Authorising a user for details. 

Once a user has been fully authorised, an issuer can issue a token that 
provides access to the Government Gateway services. See section 5.1, 
Issuing a token for details. 

4.1.1 User status indicator 

The user status graphic on the Personal  tab of the People workflows (Sponsor User , 
Register User , Enrol User , Authorise User  and View User ) displays the status of the user's 
registration. 

 

In the above example, the user has been sponsored and registered, and is awaiting 
authorisation from an authorisation agent. When the authorisation agent reviews the record, 
the status will change to either Authorised  or Rejected . 

Later in the lifecycle, the user may be suspended or revoked – this graphic will display the 
relevant status. 

Note: The status of an EAS user for the enrolment process for a given service is indicated by 
a status field within the page tab for that service. 

4.1.2 Mandatory and needed fields 

Fields with a white background are optional. Fields with a yellow background are mandatory. 
You must complete the green fields on the dialog before you can progress to the next stage of 
the enrolment process; however, you can save the record and return to the workflow later to 
complete the fields if necessary. 
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4.2 Sponsoring a user 

A sponsor adds the details for a user into the system. Once the sponsor has entered all the 
details, the registration manager continues the process. 

Note: Sponsorship and registration information for new users may be bulk uploaded by the 
Super RA.  Contact the Government Gateway support for further details. 

The following roles have access to the Sponsor User  workflow: 
�  Sponsor ID – has access to the workflow, but not to the service options. 

�  Sponsor CP – has access to the workflow, including the ContactPoint 
options. 

�  Sponsor KTS – has access to the workflow, including the Key to Success 
options. 

If you have other roles in addition to one or more of the above sponsor roles, you may be able 
to access extra features in this workflow; for example, if you have the Authoriser ID role, you 
can authorise or reject the user in this workflow rather than by using the Authorise User  
workflow. 

To sponsor a user: 
1. From the People  category, select Sponsor User . 

 

2. On the Personal  tab, complete the following fields: 

Note:  Fields with a white background are optional. Fields with a yellow 
background are mandatory. You must complete the green fields on the 
dialog before you can progress with the authorisation process; however, 
you can save the record and return to the workflow later to complete the 
fields if necessary. 

�  Title  – The user's title. 

�  Forename  – The user's forename or given name. 
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�  Other Given Names  – The user's other given names or middle 
names, if any. 

�  Surname  – The user's surname or family name. 

�  Group in RA  – Click the  button and select the RA into which 
you want to put the user.  

�  Unique ID in RA  – The user's unique ID within the RA. 

�  Logon Name  – The user's logon name for the Government Gateway 
system.  

�  E-mail  – The user's email address. This is used for email 
notifications. 

�  Phone  – The user's telephone number. 

�  Extension  – The user's telephone extension. 

�  Mobile  – The user's mobile phone number. 

�  Gateway Account Type  – The type of gateway account you want the 
user to have. Select the account type from the drop-down list. This 
can be set only by a registration agent. 

�  Date Of Birth  – Click the date  button then select the user's date 
of birth. 

 

�  Worker Type  – The type of user. For example, Agency Worker  or 
Direct Employee . This can be set only by a registration agent. 

�  Sponsor Name  – The name of the person who is sponsoring the new 
user. This field is automatically completed when you enter the form, 

�  Sponsor Email  – The email address of the sponsor. This is 
automatically completed from your account details when you enter 
the form. 

�  Sponsorship Documents  – The description of the documentation 
used to request the sponsorship; for example, an email or document. 

3. Click Change Picture  to capture or upload a picture of the user. 

4. Select the services that are required for the user. 

For example, select the ContactPoint Required  option. 

Note:  You cannot select the service tab if you do not select the checkbox 
for the service. 
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5. Click the Addresses  tab. 

 

Complete the details of the address to which the token will be delivered. 

6. Click the Commentary  tab. 

 

You can provide any information you feel is relevant to the individual case. 
Type the comment in the Commentary  box, then click Add Comment . 

Note:  You cannot edit the comments after you click Add Comment . Once 
you click Save, the comments are a permanent part of the user's record. 
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7. If the user requires access to the ContactPoint service, click the 
ContactPoint tab. 

Note:  You must first select the ContactPoint required  option on the 
Personal  tab. Your role must have access to the ContactPoint attributes, 
or you will not be able to access this tab. 

 

Complete the sponsor details for the user. 

The enrolment agent completes the access rights details for the user – 
these are read-only on this screen. See section 4.6, Enrolling a user for 
details. 
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8. If the user requires access to the Key to Success service, click the Key to 
Success  tab. 

Note:  You must first select the Key to Success required  option on the 
Personal  tab. Your role must have access to the Key to Success 
attributes, or you will not be able to access this tab. 

 

Complete the following details: 

�  KtS User ID  – the user's ID for Key to Success. 

�  KtSStatus  – this field is read-only. 

9. Click Save. 

4.3 Sponsoring a user remotely 

An operator (e.g. Registration Agent) can sponsor a new user on behalf of a sponsor using 
the Remote Sponsor User  workflow – the means the sponsor does not have to be present or 
have access to EAS Management Server. 

The Remote Sponsor role has access to the Remote Sponsor User  workflow. You can add 
the Remote Sponsor role to any user who you want to be able to sponsor users remotely 
using the Register User  workflow. 

To sponsor a user remotely: 
1. From the People  category, select Remote Sponsor User . 
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5. Type the Sponsor Name  and Sponsor Email  – these are the details of the 
sponsor on whose behalf you are entering the user's details. 

6. Complete the rest of the user's details. 

See section 4.2, Sponsoring a user for full information on using this 
workflow. 

4.4 Amending a user's sponsorship details 

While the Sponsor User  workflow is used only to add new users, the Sponsor Amend User  
workflow allows a sponsor to make changes to a user's details. 

To amend a user's sponsorship details: 
1. From the People  category, select Sponsor Amend User . 

2. Enter the details for the user you want to amend, then click Search. 

3. Select the person you want to amend. 

4. Make the changes to the user. 

5. Click Save to save your changes. 

Note:  If you make any changes, and the user was previously authorised, 
an Authorisation agent must authorise the changes. The user's status is 
reset to Waiting Authorisation . See section 4.7, Authorising a user for 
details. 

Note:  If you make any changes to the user's name or email address, and 
the user has already been registered in the gateway, the user's details are 
not updated in the gateway automatically. The user must log on to the 
gateway and update their own details. 
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4.5 Registering a user 

Once a user has completed the sponsorship process, a registration agent must check the 
details that have been entered, completing any incomplete fields, and entering any comments 
as necessary. 

The Registration Agent and Registration Manager roles have access to the Register User  
workflow. 

To register a user: 
1. From the People  category, select Register User . 

 

2. Enter the details for the user you want to register, then click Search . 

You can use * as a wildcard in the Forename and Surname fields to 
represent one or more characters. For example: 

�  El*  will find all names beginning with 'El'  

�  *beth  will find all names ending in 'beth'  

�  El*beth  will find all names that begin with 'El' AND end with 'beth' 

3. Select the person you want to register. 
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4. Leave the roles  unchanged.  EAS Users are allocated the role 
Cardholder .  Other roles are used for the management of trusted 
operators (see section 3) and can only be set by the Registration Manager 
or Super RA.  

5. Check the details, and complete any green fields that have not yet been 
completed. 

You must complete the following fields: 

�  Unique ID in RA  – The user's unique ID within the RA. 

�  Logon Name  – The user's logon name for the Government Gateway 
system. 

If the user already has an account on the Government Gateway, you can 
retrieve this account. See section 4.5.1, Retrieving an existing 
Government Gateway account for details. 

You can complete the following fields that are read-only to sponsors: 

�  Gateway Account Type  – The type of gateway account you want the 
user to have. Select the account type from the drop-down list. This 
can be set only by a registration agent. 

�  Worker Type  – The type of user. For example, Agency Worker  or 
Direct Employee . This can be set only by a registration agent. 

See section 4.2, Sponsoring a user for details of the other fields on this 
screen. 

Note:  If you make any changes to the user's name or email address, and 
the user has already been registered in the gateway, the user's details are 
not updated in the gateway automatically. The user must log on to the 
gateway and update their own details. 

6. Click the ID Proof  tab. 

 

Record the details of the documents you used to confirm the identity of the 
user you are sponsoring. For each document, you can record the 
following: 

�  Document Type . 
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�  Document Reference . 

�  Document Expiry  (if appropriate). 

�  Document Issuer . 

You must also record the following details: 

�  Personal Statement Check Reference . 

�  Identity Verification Level  (this is always 3, and cannot be 
changed). 

�  The user's Right to work – this is whether the user is a citizen of the 
UK, EU, or Other . 

�  Nationality (only visible if right to work is Other) 

�  The Identity Check Method . 

7. Click the Signature  tab. 

 

Click the signature graphic to use a signature pad to capture the user's 
acceptance of the terms and conditions for the use of the Employee 
Authentication Services. 

8. Click the Commentary  tab. 

You can provide any information you feel is relevant to the individual case. 
Type the comment in the Commentary  box, then click Add Comment . 

Note:  You cannot edit the comments after you click Add Comment . Once 
you click Save, the comments are a permanent part of the user's record. 

9. Click Save. 

Once you have completed all the green required fields, and captured the 
required User Image and Signature, the User Status  changes to Waiting 
Authorisation . 
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4.5.1 Retrieving an existing Government Gateway acc ount 

If the user already has a logon name for the Government Gateway system, the Registration 
Agent can retrieve it using the Register User  workflow. 

To retrieve an existing account: 
1. From the People  category, select Register User . 

2. On the Find User screen, enter the details for the user you want to 
register, then click Search . 

3. Select the person you want to register. 

4. Click Gateway Account . 

A window opens on the Government Gateway system. 

5. Follow the instructions on-screen to log in to the Government Gateway 
system. 

6. Once log in had been completed a window is displayed to confirm the 
details of the person lwho logged in.  If the details are correct click 
Accept , otherwise click Reject  and retry.  

When accepted, the Government Gateway account details are copied to 
the Personal  tab of the form. 

7. Click Save. 

4.6 Enrolling a user 

The Enrol KTS role allows you to capture the service details for Key to Success, and to 
capture the user's signature. 

The ECP_RAOGM role allows you to capture the service details for ContactPoint, set the 
access rights, and capture the user's signature. 

The ECP_RAO role allows you to capture the service details for ContactPoint, and set a 
limited number of the access rights. 

To enrol a user: 
1. From the People  category, select Enrol User . 



 

EAS Operators Guide Page 30 12 September 2008 

2. On the Find User screen, enter the details for the user you want to enrol, 
then click Search . 

3. Select the person you want to enrol. 

4. Click the ContactPoint  tab. 

 

Note:  The ECP_RAO role can set a limited number of the Access Rights , 
while the ECP_RAOGM role can set all of the Access Rights . 

Complete the user's ContactPoint details, and capture the user's 
signature. 

When you have completed recording all of the user's ContactPoint details, 
select the Enrolment Complete  option. This marks the user's enrolment 
status as complete; an authoriser can then check over the user's details 
and authorise their enrolment in the ContactPoint service. 
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5. Click the Key to Success  tab. 

 

You can edit the KtS User ID  field, and capture the user's signature. 

The KtSStatus  field is read-only. 

6. Click the Commentary  tab. 

You must provide any information you feel is relevant to the individual 
case. Type the comment in the Commentary  box, then click Add 
Comment . 

Note:  You cannot edit the comments after you click Add Comment . Once 
you click Save, the comments are a permanent part of the user's record. 

7. Click Save. 

4.7 Authorising a user 

The Authorisation agent approves the ID attributes and the service attributes for the user. 
Once you have authorised the user, you can issue tokens to the user. 

The following roles have access to the Authorise User  workflow: 
�  Authoriser ID – Can authorise the user's identity attributes. 

�  Authoriser CP – Can authorise the user's ContactPoint service attributes. 

�  Authoriser KTS – Can authorise the user's Key to Success attributes. 

To authorise a user: 
1. From the People  category, select Authorise User . 
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2. On the Find User screen, enter the details for the user you want to enrol, 
then click Search . 

3. Select the person you want to enrol. 

4. If you have access to the Authoriser ID role, you can authorise or reject 
the user's identity attributes: 

Note: The authorise and reject check boxes may only be enabled if the EAS 
User registration status is "Awaiting Authorisation". 

�  Click Authorise this User  to allow the user to receive a device. 

�  Click Reject this User  to prevent the user from receiving a device. 

 

5. If you have access to the Authoriser CP role, you can click the 
ContactPoint  tab and authorise or reject the user's ContactPoint 
attributes. 

Note: The authorise and reject check boxes may only be enabled if the EAS 
User registration status is "Awaiting Authorisation". 
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�  Click Authorise ContactPoint  to allow the user to be registered with 
the ContactPoint service. 

�  Click Reject Authorisation  to prevent the user from using the 
ContactPoint service. 
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6. If you have access to the Authoriser KTS role, you can click the Key to 
Success  tab and authorise or reject the user's Key to Success attributes. 

 

�  Click Authorise KtS  to allow the user to be registered with the Key to 
Success service. 

�  Click Reject KtS  to prevent the user from using the Key to Success 
service. 

Note: The authorise and reject check boxes are only enabled if the EAS User 
registration status is "Awaiting Authorisation". 

 
7. Click Save to save your changes. 

4.8 Viewing a user 

You can view the details of users using the View User  workflow. 

To view a user's details: 
1. From the People  category, select View User . 
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2. On the Find User screen, enter the details for the user you want to view, 
then click Search . 

3. Select the person you want to view. 

4. Click the tabs to view the details recorded for the user. 

The Devices  tab displays information on all devices related to the 
person's account; it displays pending requests and details of current 
devices, including the history of each device and information about the 
services on it. 

 

The details on most tabs are read-only; however, you can add comments 
to the user's account. 

5. Click the Commentary  tab. 

You can provide any information you feel is relevant to the individual case. 
Type the comment in the Commentary  box, then click Add Comment . 

Note:  You cannot edit the comments after you click Add Comment . Once 
you click Save, the comments are a permanent part of the user's record. 

6. Click Save if you have made any changes. 

4.9 Revoking a user 

A Registration Agent or Registration Manager can use the Revoke  to revoke an EAS User's 
user's devices and access to the Government Gateway. 

Note: A user's record, including the identity related attributes, remains on the system. 

To revoke a user: 
1. From the People  category, select Revoke User . 

2. On the Find User screen, enter the details for the user you want to revoke, 
then click Search . 

3. Select the person you want to revoke. 
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4. Click the Commentary  tab. 

You must provide information on why you are revoking this user. 

5. Click Revoke . 
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5 Working with Tokens 

5.1 Issuing a token 

Once a user has been sponsored, registered, enrolled, and authorised, an Issuer can issue a 
token to the user that allows them to access the Government Gateway services. The Issue 
Card workflow allows you to issue a token to a user. 

To issue a token: 
1. From the Cards  category, select Issue Card . 

 

2. Enter the details of the person to whom you want to issue a token, then 
click Search . 

EAS Management Server displays a list of the users who match the 
criteria you entered. 

 

3. Select the user from the list. 

EAS Management Server displays the details of the user. 
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4. Click Save. 

 

5. Click the Token  button to provide the details of the token you want to 
issue. 

 

6. Type the serial number of the token, then click OK. 
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7. Complete the details of the Identity Check ; for example, if you confirmed 
the user's identity face-to-face with a UK passport, record the details in the 
box. 

8. Click Next . 

EAS Management Server issues the token. 

5.2 Cancelling a token 

To cancel a token, you must use the Remote Cancel Card  workflow. 

To cancel a token: 
1. From the Cards  menu, select Remote Cancel Card . 

2. To specify the device you want to cancel, you can do one of the following: 

�  Insert the card (this is relevant only for smart cards). 

�  Click Search , then use the Find Person screen to find the person and 
the device. 

�  Click Token , then type the token's serial number and click OK. 
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3. Click Continue . 

EAS Management Server cancels the token. 

5.3 Suspending and resuming tokens 

You can suspend or resume tokens individually.  This temporarily prevents the user from 
using the token to access the Government Gateway services. 

Registration Agents and Registration Managers have access to the Suspend/Resume Token  
workflow. 

To suspend or resume a token: 
1. From the Token  category, select Suspend/Resume Token . 

 

2. To specify the device you want to suspend / resume, you can do one of 
the following: 

�  Insert the card (this is relevant only for smart cards that are also 
tokens). 

�  Click Search , then use the Find Person screen to find the person and 
the device. 

�  Click Token , then type the token's serial number and click OK. 
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3. Select or deselect the check box in the Enabled  column to enable 
(resume) or disable (suspend) the token. 

4. Click Finish . 

5.4 Unlocking the PIN for a token 

If a token become locked, you can use the Remote Unlock  workflow to request a code that 
the user can use to unlock it. 

To unlock a card remotely: 
1. From the Cards  category, select Remote Unlock . 

2. Use the Select User stage to find the correct person.  

3. Use the Select Card stage to select the correct device, if the user has 
more than one. If the user only has one card, this stage is skipped. 

If your device supports unlocking codes, you can request the unlock code. 
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4. Type the number of the Unlock Code Request , then click Confirm . 

An OATH device may support two unlock codes; type 1 or 2. 

 

5. Enter the unlock code into your token keypad. 

6. Click Done to complete the workflow. 
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5.5 Changing EAS User Token PIN 

5.5.1 Changing OATH Token PIN 

The PIN for the OATH tokens is changed on the OATH token device itself as follows: 

Note: If this user has lost the PIN or locked the device following entry of multiple incorrect 
PINs, the device can be unlocked using the Remote Unlock workflow (see section 5.4). 

 
1. Press the "<" button to switch on the device 

2. Enter the current PIN 

3. A one time password will be displayed 

4. Hold the "<" button down until "new PIN" is displayed 

5. Enter the new PIN 

6. Enter the same PIN again to confirm 

5.6 Testing a token with an authentication server 

You can use the Test Authentication  workflow to test an issued token against the 
authentication server. This functionality is also available when you issue a device using the 
Issue Card  workflow or when you activate a device. 

Note:  You cannot test authentication with symmetric signature tokens. 

To test the authentication: 
1. From the Tokens  category, select Test Authentication . 

2. Identify the token you want to test. Do one of the following: 

�  Insert the token in the reader.  

�  Click Search  to find the token's user, then select the token from the 
list of issued devices. 

�  Click Token , then enter the serial number from the back of the token. 

You can enter part of the token's serial number, and EAS 
Management Server displays a list of all matching tokens. 

3. Click Select . 

A list of the available tokens is displayed. A single device may contain 
several tokens. 

4. Select a token to test. 

5. Enter the authentication details; for example, the one time password or 
your response to the challenge. 

Note:  If your device has a static PIN, you must enter the PIN plus the 
OTP; for example, if the PIN is 1234  and the OTP is 987654321 , you 
would enter 1234987654321 . 

6. Click Test . 

The system checks the token against the authentication server. If the 
authentication fails you can try again. 

5.7 List Tokens Issued 

The List Devices  workflow can be used to list the tokens issued as follows: 
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To list the devices: 
1. From the Cards  category, click List Devices  . 

 

2.  Select some or all of the search options: 

�  Device Type  – select the type of device. You can choose from all 
types of device that you have installed support for. 

�  Device No . – if you know the serial number of the device, type it 
here. You can use an asterisk (* ) as a wildcard; for example, 3036*D  
finds all devices with serial numbers beginning 3036  and ending in D. 

�  Logon Name  – type the logon name of the cardholder. You can use 
an asterisk (* ) as a wildcard. 

�  Group  – click the group button to select the group containing the 
users whose devices you want to list. 

�  Record limit  – if you want to display a limited number of records, set 
this option and type a value in the box. 

�  Initialization Date  – select the initialization dates for the cards for 
which you want to restrict the search. The range is restricted as 
follows: 

�  From – either from the earliest initialization date in the database 
(From First ) or from a specific date (From Date ). 

�  To – either to the latest initialization date in the database (To 
Last ) or to a specific date (To Date). 

Use the calendar buttons to select specific dates. 

3. Click Search . 

The devices are listed in a table. The owner, initialization date, serial 
number and (for List Devices (Admin)  only) the initial PIN are displayed. 

4. Select the devices you want to export or print. 

5. Click Print to print the details for the selected devices. 

Click Export  to export the details for the selected devices to a comma-
separated file. 

6. Click Finish  to close the workflow. 

5.8 View User Status 

The status of the user token may be viewed using the View User workflow as described in 
section 4.8.   Click on the Devices tab to show devices with pending requests or issued to the 
user. 

Note: Depending on roles assigned enrolment information may not be visible. 
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6 Managing an RA 

The following workflows can be used by the Registration Manager (supported by the Issuer) 
to manage operators within the RA Organisation. 

6.1 Creation of Trusted Operator Cards 

To create a card for trusted operators undertaking the registration and enrolment of users 
(see section 3) are 

1. Registration Manager sponsors the user. 

The registration Manager must sponsor a new user to become the 
operator.  

Note: An operator does not have to go through the full sponsorship 
procedure. 

a) From the People  category, select Sponsor User . 

b) Add the details of the new user. 

The user must have the following details: 

�  Forename 

�  Surname 

�  RA - This should be set to identify the RA, department within the 
RA or Partner Organisation (see section  6.3 for setting up RA 
organizational units).    

�  Email 

�  Roles  – select EAS Trusted Role or Roles for the operator (see 
section 6.2) and the scope of that role. A single user may have 
more than one role. 

Note: Roles must be allocated in accordance with EAS Policy [1], [2], 
[3] regarding roles that may be combined,  

In the Select Roles dialog, click Advanced  and make sure the 
operator has a scope of Division  or Department . 

Click save 

2. Registration manager requests a card for the operator. 

a) From the Cards  category, select Request Card . 

b) In the Find User screen, type the details of the user you created, then 
click Search . 

c) Select the user. 

d) Check the details of the user and click Save to confirm 

e) Select the card profile appropriate to the trusted role, then select 
Request Card . 
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3. Issuer uses collect a card to issue an operator card. 

a) From the Cards  category, select Collect Card . 

b) Type the details of the person for whom you requested the card, then 
click Search . 

c) Select the card collection job. 

d) Insert a new operator card. 

e) The user details are displayed as below: 
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f) Type the card's New PIN and confirm it. 

g) Complete the details of the Identity Check ; for example, if you 
confirmed the user's identity face-to-face with a UK passport, record 
the details in the box. 

h) Click Next . 

6.2 Managing Operator Roles 

A trusted operator may be allocated one or more trusted operator roles as identified in section 
3.  When allocating more than one role to the same person the Registration Manager must 
ensure that this is in compliance with EAS policy regarding combining roles and separation of 
duties (see [1], [2] and [3]). 

Only Registration Managers and the Super RA may allocate roles other than the Cardholder  
role (which is for EAS Users). 

The roles to be allocated to a person are identified during the sponsor new user workflow and 
may be amended in workflows where the trusted operator information is viewed. 

After clicking on the roles button  the following screens are used to change the roles 
allocated to a person and the scope of those roles  

 

 

Click Advanced  to set the scope of the user. 

 

The scope determines which accounts the user can view or edit. For 
example, a user with scope Self  can work with only their own account. A 
user with scope Department  can work with the accounts of all people in 
the same RA as the user, while a user with scope Division  can work with 
the accounts of all people in the same RA as the user or in a sub-RA of 
the user's RA. 
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EAS users (Cardholders)  should have a scope of Self , while EAS 
operators (sponsors, registration agents, and so on) should have a scope 
of Division  or Department . 

6.3 Set-up organisation unit with RA 

6.3.1 Add RA Organisation Unit 

New organisational units (departments within the RA, partner organisation) may be set up by 
a Registration Manager using the Add RA workflow as follows: 

1. From the People  category, select Add RA . 

 

2. In the Group in RA  field, type the name of the organizational unit in the 
RA. 

3. Type a Description  for the RA. 

4. The Parent RA .should be set to the Registration Manager's RA 
organisation. 

5. Click the  button and select the trusted and EAS User (Cardholder) 
roles you want to be available within the RA organization unit. 

 

6. By default, a new RA organizational unit is Enabled . 
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Note: To disable existing RA operators and users suspend or revoke all 
the users within the RA organizational unit.  

7. The information under the RA Authentication  tab is not relevant to 
organization units within an RA. 

8. Click Save to save the RA. 

6.3.2 Amending an RA 

The Amend RA workflow may be used to amend the roles that may be allocated to operators 
in the RA as follows: 

1. From the People  category, select Amend RA . 

2. Select the RA you want to amend, then click Continue . 

3. Make the changes to the RA. 

Note:  Changes to the roles that can be added to an RA do not affect 
existing accounts. 

4. Click Save. 

Note: To disable existing RA operators and users suspend or revoke all the users within the 
RA organizational unit.  

6.4 Changing the PIN on a Operator Cards 

The Change PIN  workflow allows you to assign a new PIN to an operators card. 

Note:  You cannot change the PIN of an unconnected device (e.g. OATH Token) using the 
Change PIN  workflow:    This can be done on the OATH token device itself. 

To change a PIN on an operators card: 
1. From the Cards  category, click Change PIN . 

 

2. Identify the token you want to change. Do one of the following: 

�  Insert the card in the reader. 

�  Click Search  to find the token's user, then select the token from the 
list of issued devices. 

�  Click Token , then enter the serial number from the back of the token. 

You can enter part of the token's serial number, and EAS 
Management Server displays a list of all matching tokens. 

3. Click Change PIN . 

4. If the PIN is assigned by the server, the new PIN is displayed. Otherwise, 
type and confirm the new PIN. 

7 Working with Images 

This section provides guidance on: 
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a) collecting of photographs of user during registration through the change picture 
control: 

 

b) collecting signatures of users as required to indicate agreement to terms and 
conditions for registration and enrolment in certain services through the signature 
control: 

 

 

You may be able to obtain the image in a variety of ways, depending on how your system has 
been configured. 

�  Use an existing digital image, accessible from your local machine. 

�  Take a photograph using a webcam. 

�  Scan a photograph or another document. 

�  Use a signature pad to capture a signature. 

The option to obtain and modify an image is available as part of the Register User and Enrol 
User workflows.  

To obtain (or change) an image, click either: 
�  The existing image (which may be a placeholder, as shown in the 

examples) 

�  The Change Picture  button 

    

7.1 Obtaining an image 

The basic Image Capture  window is displayed. 
Depending on the options available to you, the 
window looks similar these examples. 
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In all cases, some of the buttons are disabled; they are enabled when they can be used. One 
version of the window enables you to choose between using a webcam (the Video  option at 
the top of the window) and an existing image (the Photograph  option). 

 

7.1.1 Using an existing image 

To use an existing digital image: 
1. Click the Photograph  option to select it, if this is displayed. 

2. Click the Browse  button. 

A standard Windows browse dialog is displayed. 

3. Navigate to the file you want to use, select it and click Open. 

 

Your chosen image is now displayed in the "source" display area of the 
Image Capture  window. The path to the file is displayed below the image. 
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7.1.2 Using a webcam to capture an image 

To use a webcam to capture an image: 
1. Click the Video  option to select it. It may already be selected, as this is the 

default if a webcam is detected. 

2. The current live feed (video) is displayed in the area to the left of the Image 
Capture  window. 

 

3. When the image you want is displayed, click Capture Still  to freeze the 
frame. 

If you want to select a different image, click Live Feed  to resume the 
video. 

Changing the settings of the webcam 

Two images are shown to the right of the picture, used to alter the quality of the image. 

 Click this image to display a window that enables you to change some settings for the 
video. For example, you may be able to change the resolution of the picture. The options 
available depend on the webcam you are using. An example is shown below. 

Note:  The Settings  button also displays this window. 

 

 Click this image to display a window that enables you to change some of the settings 
associated with the webcam. The options available depend on the model of camera attached 
to your machine. An example is shown below. 
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7.1.3 Using a scanner to capture an image 

Note:  You can use a scanner to capture an image only if you are using Windows XP. Your 
system must also be set up to allow scanning; this may require extra customization. Contact 
customer support for details. 

To use a scanner to capture an image: 
1. Click the Scan button. 

This opens a connection to your scanner and may display some options 
that allow you to choose the area you want to scan and to specify the 
resolution you want to use. The options available to you depend the model 
of scanner you are using. 

When you have chosen the most appropriate options, start the scan 
process. 

2. The document (or portion of document) you have scanned is displayed in 
the left of the Image Capture  window. 

Note:  EAS Management Server may have been set up to capture information from pre-
printed paper forms, which may have been completed by hand. If the zones to be scanned 
have been set by your administrator, it is important to make sure that you place the paper 
form with the top-left corner of the form at the top-right corner of the scan bed. 
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7.1.4 Capturing a signature using a signature pad 

Click the placeholder image or an existing signature to open the Image Capture  window. Ask 
the person whose signature you want to record to sign the signature pad using the stylus 
provided. It may take a few seconds for the signature to appear in the source area. A preview 
may also be displayed automatically. 

 

To capture another signature, click the Clear  button and ask the person to sign 
the pad again. 

7.2 Rotating or flipping the image 

Four small buttons are available under the "source" image. You can use them if, for example, 
you have placed a photograph upside down in a scanner. 

Note:  This option is not available for signatures captured using a signature pad. 

 Flips the image around a vertical axis, from left to right. 

 Flips the image around a horizontal axis, from top to bottom. 

 Rotates the image 90o anti-clockwise. 

 Rotates the image 90o clockwise 

7.3 Selecting part of an image 

You may want to select part of an image, possibly to remove excess background or to extract 
the head and shoulders section of a larger photograph. 

EAS Management Server may have been set up to capture images using a scanner from pre-
printed paper forms, which may have been completed by hand. For example, you may be 
able to extract a photograph, an applicant’s signature and an authorization signature from a 
form. In this case, you may find that more than one area of the form is scanned and you have 
a corresponding preview of each zone’s contents. Each preview area is associated with its 
own set of controls. 

Note:  If a preview is displayed for a signature, EAS Management Server has attempted to 
automatically select the appropriate area. Click the preview to see the selected area in 
context and to adjust it using the "move" cursor (a 4-headed arrow). Changes to the selected 
area can also be made following the instructions in this section. 
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To select part of an image: 

a) Place your mouse cursor over the source image – the pointer changes to an arrow. 
Position the arrow at a corner of the area you want to select. 

b) Hold down the left mouse button and drag your mouse to the diagonally opposite 
corner of the area you want. A dashed line shows the outline of the area you are 
selecting. Release the mouse button to complete the selection. 

All areas of the source image outside of your selected area are dimmed, leaving your 
selection in the original colors. Your selection is also displayed in the area to the right 
of the source image – this is a preview of the image that will be uploaded to EAS 
Management Server. 

 

c) To change your selection, you can either: 

�  Click anywhere on the source image outside of your selected area. This clears 
the selection and you can repeat the previous steps to choose a new area. 

�  Six buttons are displayed under the preview image that enable you to reposition 
your selection. Choose this method of changing your selection if you only need to 
make relatively minor changes, as each change is small. 

The two buttons on the left and the two on the right move your selected area in 
the direction indicated by the arrow: 

 Move your selection left.  Move your selection right. 

 Move your selection down.  Move your selection up. 

The two buttons in the middle: 

 Decrease the area of your original selection (zoom in). 

 Extend your selection to include more of the original image 
(zoom out) 
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7.4 Enhancing the image  

You can improve the appearance of your selection, by changing the contrast or brightness of 
the picture. 

 

Note:  The changes you make only affect your selection – the original image is not changed. 

The Control  button displays two sliding controls beneath the preview picture: 

 Move the slider to the right to lighten the image and to 
the left to darken it. 

 Move the slider to the right to increase the contrast in 
the image and to the left to decrease it. 

7.5 Uploading the image to EAS Management Server  

When you are happy with the preview of the image, click Upload Image to transfer the image 
to EAS Management Server. The image is associated with the record that you created it in 
and can be viewed as part of that record. 

If you want to alter an image after it has been uploaded to EAS Management Server, you 
must start the process again. You can replace an image associated with a record but cannot 
make changes to an existing image. 

8 Workstation Set up 

8.1 Hardware requirements 

Note:  The client machine specification is driven by the requirements for Internet Explorer 6. 
Later versions of Internet Explorer have higher system requirements. The minimum display 
resolution is required by the default EAS Management Server web pages. 

These are the minimum requirements. 
�  Intel Pentium 1 GHz or equivalent 

�  512 MB memory 

�  CD ROM drive 

�  Colour monitor with display resolution of 1024x768 

�  2GB hard disk free space 
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�  Network card 

�  Keyboard and mouse 

8.2 System Software requirements 

Operating systems 

�  Windows XP Professional (with Service Pack 2) 

Other software 

Microsoft Internet Explorer 6 or 7. 

Components provided on the SSMS installation CD 

�  Microsoft XML Parser version 3.0 (msxml3.exe ) 

�  Microsoft Scripting Components version 5.6 (scr56en.exe ) 

Note:  This is the en version only. A different language version will be 
required if the locale is not en 

8.3  Configuring Internet Explorer 

The EAS Management Server is accessed via an Internet Explorer web browser. 

The server must be added to the Trusted sites  security group in Internet Explorer and the 
security settings in this group must allow scripting and execution of ActiveX controls marked 
as ‘not safe for scripting’ (because the components directly access the smartcards). 

a) Open the Internet Options  dialog: 

�  Select Internet Options  from the Tools  menu in Internet Explorer, or: 

�  Double-click Internet Options  in the Control Panel . 

b) For Internet Explorer 7, set the tabbed browsing preferences. 

�  Click the General  tab. 

�  Click the Tabs Settings  button. 

�  Make sure Always open pop-ups in a new window  is selected. 

         This is a recommended setting for EAS Management Server. 

c) Click the Security  tab. 

d) Add the EAS Management Server site to the list of Trusted Sites . 

i) Click the Trusted Sites  icon and then click Sites . 

ii) Add the web address of the EAS Management Server Web Server to the list of 
trusted sites. 

You may have to deselect the Require server verification (https:) for all sites 
in this zone  option. 

iii) Click OK. 
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e) Change the security settings for the site. 

i) Click Custom Level . 

ii) Enable ActiveX controls not marked as safe . 

In Internet Explorer 7, this setting is called Initialize and script ActiveX controls 
not marked as safe for scripting . 

iii) Enable Allow scripting of Internet Explorer web browser co ntrol . 

iv) Enable Allow script-initiated windows without size or posi tion constraints . 

v) For Internet Explorer 7: 

�  Enable Run ActiveX controls and plug-ins  and Script ActiveX controls 
marked safe for scripting . 

�  Enable File download . 

�  Enable Allow websites to open windows without address or s tatus bars . 

�  Enable Automatic prompting for file downloads  in the Download section 
if you want the Autodownload process to start automatically without having to 
click a button. 

vi) Click OK. 

Any software which inhibits pop-up windows should be set to enable pop-up windows from 
this site. 

Note:  If you upgrade to Internet Explorer 7 after you have installed EAS Management Server, 
you must check all your Internet Explorer security settings. The Internet Explorer 7 upgrade 
resets many of the security settings to their default values. 

8.4 Installation of Software 

8.4.1 Smart Card Reader Software 

The smart card readers used to identify trusted Registration Authority personnel accessing 
the EAS Management Server require AuthenticID Webpack software to be installed. 

Contact you local IT support to have this software loaded. 

8.4.2 SafeSign Management Server Client  

In order to access the EAS Management Server SafeSign Management Server (SSMS) client 
software needs to be installed on your workstation. 

Contact you local IT support to have this software loaded. 

8.5 First Run Checks 

When first accessing the EAS Management Server the system checks that the client is set up 
correctly as in the following screen. 
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This check also gives the user the option to install the SSMS client if this has not already 
been done (see section 8.4.2). 

Note:  Installation of the SSMS client requires administrative privileges and may be best 
carried out by you local IT support. 

8.6 Peripheral Hardware  

8.6.1 Smart Card Reader 

Workstations for all the trusted personnel require smart card readers. 

OMNEYKEY 3121 Card Reader USB card readers should be used. 

8.6.2 WebCam 

A WebCam is recommended for Registration Agent workstations to capture of users during 
registration. 

Any windows compatible WebCam may be used. 

8.6.3 Signature PAD 

A signature PAD is recommended for Registration Agent and Enrolment Agent workstations 
to capture signatures in agreeing to terms and conditions for registration of new users and 
enrolment of users in services. 

EAS Management Server supports the following signature capture devices: 
�  Interlink Electronics ePad 

�  Interlink Electronics ePad II 

 

8.6.4  Bar Code Scanner 

A bar code scanner may be recommended in the Issuers workstations. 

The standard to which Bar code scanners are required to conform is:  ITF 2/5 

This is required to interface via a USB and provide text input to a web form. 

The recommended device is: 



 

EAS Operators Guide Page 60 12 September 2008 

  Hand Held Products 3800PDF – 12USBE 

8.7 Authentication Devices 

The tokens currently employed for user authentication are: 

VASCO Digipass PRO 260 token. 

These are compatible to the OATH HOTP specification, IETF RFC 4226 

The smart cards for trusted personnel access to the EAS Identity Management System are: 

Cosmo RSA 64K V5.2 Smart Cards 


