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Executive summary

The concept of four 'identity assurance levels' (IALs) is widely accepted, as it simplifies the implementation and operation of identity assurance. There are however significant differences in the meaning of those levels between US and UK. It is necessary to harmonise the approach by providing the appropriate mapping between those two.

Introduction

Identity assurance (IA) is the set of standards and processes that allow a relying party to determine, at a satisfying level of certainty, the particular identity. For example, while both the bank and the e-commerce web site may want to identify their customers, their needs for certainty may differ. Each relying party may define its own requirements regarding the certainty of identity assurance, but there is a benefit of standardising those requirements into a set of identity assurance levels (IALs).

There are several IA frameworks throughout the world that prescribe different types of IA levels. Those schemes are not always directly compatible, i.e. there is no simple and permanent mapping between one set of levels to the other set of levels. It is not only that they may use different numbering scheme (e.g. 1 to 4 vs. 0 to 3), or that there may be a different number of levels: they may be also built around different paradigms, which may render them incomparable.

US approach

The majority of US IALs draw on works of the US NIST (National Institute for Standards and Technology Special Publication 800-63 Version 1.0.2, April 2006) standard, further developed by Liberty Alliance and - more recently - by Kantara (in its Identity Assurance Framework). Those works, compatible with the US NIST approach, are also being standardised in the UK (BS ISO/IEC 29115, Draft. Stage: 30.20. 2010-12-03), and adopted by ENISA (Mapping IDABC Authentication Policy to SAML v2.0, ENISA Report 2008).
In general, they define four IA levels, numbered 1 to 4 (from the weakest to the strongest one). Kantara IALs are defined on the basis of risk mitigation supplemented by particular technology choices. US NIST IALs are defined entirely through technology that must be used at each level. ENISA introduces the notion of appropriate processes that encompass not only tokens, but also the quality of issuance and authentication

For reference, those IA levels are commonly associated with the following technologies and processes (definitions after NIST and BS, technology after NIST, Kantara and ENISA):

· Level 1 (Low: Little or no confidence in the asserted identity) Although there is no identity proofing requirement at this level, the authentication mechanism provides some assurance that the same claimant is accessing the protected transaction or data. Challenge-response with password or any method applicable for higher levels is satisfactory.

· Level 2 (Medium: Some confidence in the asserted identity) Level 2 provides single factor remote network authentication. A wide range of available authentication technologies can be employed at Level 2, but password over encrypted communication channel is satisfactory.

· Level 3 (High: High confidence in the asserted identity) Level 3 provides multi-factor remote network authentication. At this level, identity proofing procedures require verification of identifying materials and information. Level 3 authentication is based on proof of possession of a key or a one-time password through a cryptographic protocol. A minimum of two authentication factors is required. Three kinds of tokens may be used: “soft” cryptographic tokens, “hard” cryptographic tokens and “one-time password” device tokens.

· Level 4 (Very High: Very high confidence in the asserted identity) Level 4 is intended to provide the highest practical remote network authentication assurance. Level 4 authentication is based on proof of possession of a key through a cryptographic protocol. Only “hard” cryptographic tokens are allowed. The token shall be a hardware cryptographic module validated at FIPS 140-2 Level 2 or higher overall with at least FIPS 140-2 Level 3 physical security.

While the US approach has been widely adopted as a general concept, it faces some significant problems of its own. Permanently binding levels to particular technologies may not be appropriate, as legal practices, technology development, quality of operation as well as fraudulent activities may undermine some technological choices. It may be beneficial to separate the principle of IA levels from the implementation that should follow current best practices.

UK Gov approach

The UK government has introduced its own set of IALs, described e.g. in the "Cabinet Office Identity Assurance Strategy". This set of four (numbered 0 to 3) is designed around the notion of the burden of proof and due diligence. Intuitionally, by applying a given IA level, the relying party can demonstrate in a court of law that it has applied an appropriate level of due diligence in identifying a person, regardless of the technology used. 

This particular design of IA levels can be considered beneficial, as it provides a direct reference to legal and social practices. However, it introduces its own problems, as vendors as well as operators are left without clear guidelines regarding the exact technology and processes that should be implemented.

The four levels of IA are specified below:

· Level 0 (anonymous). The relying party is not concerned with the actual identity of a person, such as e.g. in casual petty cash transactions. This does not preclude that the relying party may concerned with the entitlement of a person (e.g. whether the person has a valid ticket) or with the continuation of the relationship (e.g. whether goods are collected by the same person who has deposited them)

· Level 1 (self-asserted). The relying party accepts the statement of the person himself when it comes to his identity (e.g. his business card), in anticipation that the person is generally trustworthy. This does not preclude the relying party from seeking further assurance if and when the situation changes (e.g. before signing a contract), or when there is a reasonable doubt about the self-asserted identity (e.g. details for the business card seem suspicious).

· Level 2 (balance of probabilities) It is a level that satisfies the standard of proof for civil cases. . It requires the relying party to demonstrate that there is a sufficient probability that a person’s identity is genuine, against the probability that it is not. Usually, this level requires credentials that are issued by an identity provider. In practical situations, credentials such as an utility bill or credit card suffice, specifically if the person can demonstrate the ownership of credentials (e.g. knows the valid PIN).

· Level 3 (beyond reasonable doubt) It is a level that satisfies the standard of proof for criminal cases. It requires the relying party to demonstrate that there is no doubt regarding the person identity, i.e. that there is enough evidence to support the identity versus no evidence against it. Quality credentials are usually required, and an ability to demonstrate the undeniable link between credential and the person is desired (e.g. in a form of biometrics). 

Analysis

The difference between UK and US approaches is fundamental, and cannot be easily resolved by simply 'shifting' UK IALs up by one. The US approach is based on technology-driven risk assessment, while the UK approach is based on legal practices. Both can diverge at any time, either as a result of technological developments or changes in legal practices.

Further, IALs are only the part of the issue, because the successful IA should harmonise three components: the quality of credentials (e.g. whether they are tamper-resistant), the quality of the process of its issuance (e.g. whether the sufficient vetting has been performed) and the quality of its verification (e.g. whether the on-line verification is mandatory). Thus e.g. 'level 3' assurance may require designated 'level 3' credentials issued by a 'level 3 certified' identity provider, verified by the 'level 3' process. Currently those components can be connected only by technological practice and convenience, not by requirements implied by the UK Gov IALs. 

Technology-based IALs bring the risk of over-reliance on technology. There are always alternative, non-technological, means of establishing identity, well established in legal practices. For example, the identity of a person can be established 'beyond reasonable doubt' (i.e. at level 3) by a corroborated witness statement, in the absence of other means of identification. Similarly, the balance of probabilities can be satisfied by a variety of procedures, not always requiring any credential at all (e.g. 'known personally' clause used by financial institutions).

However, technology providers are set to follow the US approach, as it allows them to clearly define markets for their products and benefit from the economy of scale.

Government as identity provider

In the UK, the prevailing social practice is likely to adopt (as a matter of convenience, not necessity) a hierarchy of technical credentials commonly used for authentication purposes, and issued by recognised institutions in accordance with legal practices. One may expect that biometric passports (or national identity cards) would be considered 'strong' or 'level 3' while e.g. library cards would be 'weak' or 'level 1'. Other methods of authentication (e.g. personally known) may exceptionally be used.

As a matter of convenience and cost-efficiency, it is likely that a given person will have a very limited number of 'level 3' credentials, probably only one. It is likely that such a credential will be issued by the government, as the government is interested in upholding the standard of the law. However, there must always be legal routes to deal with situations where no 'level 3' credential exists, or whether one person has more than one credential of this kind. 

This makes the government the depository of people's identity, either directly (by issuing level 3 credentials) or indirectly, by administering a legal framework that allows others to issue such credentials or by legally accepting credentials issued by other bodies.

For practical purposes, the government may contemplate the concept of the 'root identity', i.e. the set of credentials and procedures that establish a very strong identity, from which other identities can be derived. While the existence of a single root identity may satisfy the majority of practical cases (specifically within the government itself), the government should not restrict its policies exclusively to it.

There is however a risk involved. It can be anticipated that both identity providers and relying parties will eventually drift towards over-using strong credentials. Identity providers may be tempted by financial benefits while relying parties may try to contain their liability. This situation may gradually erode the security of the system.
Recommendations

As UK IALs are linked to legal practices of the burden of proof (that changes together with legal practices), the IA scheme of any kind is not a finished system, but a work in progress, where best legal practices should be monitored and translated into technical and operational requirements.

It is therefore recommended that the government, in cooperation with respective international and national bodies and with the industry, will 

As UK IALs are linked to legal practices and the burden of proof (that changes together with legal practices), the IA scheme of any kind is not a finished system, but a work in progress, where best legal practices should be monitored and translated into technical and operational requirements.

It is therefore recommended that the government, in cooperation with respective international and national bodies and with the industry, will: 

· establish a body to determine and enforce best practices in identity assurance;

· adopt those best practices and mandate them for all cooperating bodies;

· demonstrate that the purpose of IALs can be defended in a court of law;

· establish a certification scheme where operators and manufacturers of a variety of identity products and schemes could demonstrate that they comply with a given IAL;

· establish an accreditation scheme where other IALs schemes (specifically international schemes) can be recognised, its interoperability verified and their particular IALs mapped into the UK IALs;

· provide, as needed, a catalogue of cases for relaying parties that define an IAL that is legally appropriate for the purpose of a give transaction;

· assure that the IAL that is required by the relying party is not excessive to the purpose of such an assurance.

