[image: image1.png]¥ ¥
¥

“‘
THE EUROPEAN
INFORMATION E l | R‘I M ¥
SOCIETY GROUP
» w7 f e
.

X -

s

P

T -




WORKING DRAFT DISTRIBUTED FOR COMMENT

This document has been prepared by a small group within EURIM and is now being made available for comment from a wider audience before being finalised for publication. 
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	Additional material/opinions specifically sought
	Additional data sharing projects, especially those which include protocols (management, governance, liability etc. not just technology formats) for sharing.
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Issue for consideration regarding data sharing

Data sharing is a complex issue and there are many different forms it can take.  In order to gain an understanding there are a number of details that need to be identified about the type of sharing being carried out.  When considering schemes in place it is important to consider the following questions;

· Who is supplying the data?

· i.e. which specific part of the organisation is providing data?

· What are the objectives and the business processes in the creation of the data, as these have a significant effect on the quality of the source data (level of verification, coverage, currency etc) and determine its suitability for sharing?

· How much data do they supply?

· Criteria for selecting records to share (i.e. who?)

· Scope of the available data items shared? (i.e. what?)

· Is it an ‘ad hoc’ request or a bulk transfer? (i.e. volume?) 

· Does this constitute an exchange or is it a one way flow or even just verification (i.e. Question. Do you have a John Smith registered at 21 High Street, Anytown? Answer. Yes)

· How frequently is it supplied?

· In real time

· Batch process

· Ad Hoc requests (is this a ‘push’ or a ‘pull’?)

· Who receives the data and what is it used for?

· What quality of data is required by the recipient?

· Is there any feedback of data to the originator?

· What constraints apply to the transfer?

· What security processes and legal agreements are required to facilitate the sharing?

· Does the transfer require consent of the individual/s concerned?

EURIM PERSONAL IDENTITY GROUP - DRAFT OF: GRID OF DATA SHARING PROJECTS  

20 Mar 06

Further contributions to this grid are invited.  Please send relevant material to davywright2@ntlworld.com
	1
	Trailblazer local authorities. This has led to the IS (Information Sharing) Index – a national child index allowing social services to share data across authorised agency boundaries.
	http://www.dfes.gov.uk/ISA/Local/trailblazer.cfm 

http://www.everychildmatters.gov.uk/resources-and-practice/search/EP00015/
	Linked to a draft of the first cross-Government guidance on information sharing in respect of children and young people (DfES). Implements a key recommendation from the Laming inquiry.

	2
	DfES – cross government guidance – sharing information on children and young people
	http://www.dfes.gov.uk/consultations/conDetails.cfm?consultationId=1366 
	This DfES consultation seeks views on a draft of the first cross-Government guidance on information sharing in respect of children and young people

	3
	The Prolific and Other Priority Offenders Strategy (Home Office)
	http://www.crimereduction.gov.uk/ppominisite06.htm 
	The Prolific and Other Priority Offenders Strategy will require effective information sharing between partners.

	4
	Westminster City Council Practitioner Toolkit
	http://www.westminster.gov.uk/socialissues/wish/practitioners.cfm 
	Clarifies best practice surrounding what is the sometimes confusing subject of sharing information with other individuals, agencies and organisations.

	5
	Government Connect Programme 
	http://www.govconnect.gov.uk 
	GC will be piloting data sharing projects both on a local level between Local Authorities and with Central Government. All English LA’s should be connected to a secure extranet, and thence to Gsi by December 2007.

	6
	Gedling Crime & Disorder Reduction Partnership Data Sharing Protocol – set up pursuant to the power contained in Section 115 of the Crime and Disorder Act 1998.
	http://www.gedling.gov.uk/gedling_data_share_protocol.pdf 
	Clarifies under which circumstances information can be exchanged between members of the Gedling Crime & Disorder Reduction Partnership.

	7
	Business Crime Reduction Strategy for Greater Nottingham
	http://www.nottinghamcity.gov.uk/businesscrime.doc 
	Under local CRDP, information is shared between Community Watch and businesses whereby email alerts are sent to businesses, to warn them of actual and potential criminal activity; information can then be passed back to the Police.  

	8
	RYOGENS (Reducing Youth Offending Generic Solution) delivers a toolkit including guidance on data sharing, technical issues and change management.
	http://www.localegovnp.org.uk/default.asp?sID=1095851713393

	Project partners: London Borough of Tower Hamlets, Warwickshire County Council, Coventry City Council, West Berkshire Council and Redcar & Cleveland Borough Council.

	9
	Experian ‘trusted intermediary’ bank share scheme
	http://www.experian.com
	Barclaycard, the Co-operative Bank, Egg and Abbey will share additional cardholder data on credit cards to help identify customers getting into financial difficulty.  

	10
	Service Birmingham Partnership – part of Birmingham City Council’s Business Transformation programme.
	http://www.birmingham.gov.uk/GenerateContent?CONTENT_ITEM_ID=71671&CONTENT_ITEM_TYPE=9&MENU_ID=276 
	Involves the creation of a new data centre run by Capita, plus development of a new wide-area network for the council based on MPLS technology. Projected 15% increase in productivity. Starts April 2006.

	11
	DWP Work and Pensions Longitudinal Study (WPLS)
	http://www.dwp.gov.uk/asd/longitudinal_study/WPLS_Uses.pdf 
	Links benefit and programme information held by DWP on its customers, with employment records from Her Majesty’s Revenue & Customs.

	12
	Scottish Executive Data Sharing and Standards Division of the Efficient Government Delivery Group.
	http://www.scotland.gov.uk/Topics/Government/DataStandardsAndeCare 

http://www.scotland.gov.uk/Resource/Doc/923/0017910.pdf 
	Operating within a framework based on consent, enables secure multi-agency data sharing between professionals – e.g. doctors, nurses, social workers, teachers and the criminal justice system.

	13
	DfES Schools to Schools Transfer
	http://www.teachernet.gov.uk/management/ims/datatransfers/s2s/
	Facilitates the transfer of pupils' records between schools, e.g. for the primary to secondary transition. Deals with information management in schools, inc.                                  data collection and dissemination.

	14
	Local e-Government Standards Body (LeGSB) work on Information Sharing Protocols:
	http://www.legsb.gov.uk/blueprints/social-care-blueprint/managementcross-cutting 

http://www.legsb.gov.uk/sys_upl/templates/BT_legov_CatNav/BT_legov_CatNav_disp.asp?CategoryID=337&tid=151&pgid=9475&noCache=211_644
	Includes a number of case studies of information and data sharing within an organisation or between organisations and their partners. The DfES IS Index Project will be taking data from DWP, Health and Education and many others.

	15
	SOCITM initiative on Business Transformation
	http://www.socitm.gov.uk/Public/Business+Transformation/Case+Studies/
	Over 100 case studies (compiled for the EU Summit at the end of November 2005) with examples of good practice.

	16
	eGU document, Geographic Information: An Analysis of Interoperability and Information Sharing in the United Kingdom
	http://www.govtalk.gov.uk/schemasstandards/egif_document.asp?docnum=971
	Study finds that the major barrier to data sharing is lack of awareness of the information held by other organisations. 49% of respondees participate in data sharing projects, Ordnance Survey and ONS top data providers.

	17
	CRM Legal Compliance Standards (ODPM endorsed data sharing)
	http://catalogue.localegovnp.org.uk/pp/publication/detail.asp?id=18066
	Detailed description of legal framework with which CRM must comply, esp. re. DPA and FoI Acts. Includes policies, protocols, data capture, form design, procurement and contract requirements.

	18
	WARPs (Warning, Advice and Reporting Points)
	http://www.niscc.gov.uk/niscc/warpInfo-en.html
	WARPs are part of NISCC's information sharing strategy to protect the UK's Critical National Infrastructure from electronic attack.

	19
	Metropolitan Police Information Sharing Support Unit and User Guide. The Guide supports an information sharing toolkit.
	See attached document
	Each of 32 boroughs in the MPS has a series of purpose-specific agreements with partners, with a corporate framework for information sharing based on DCA guidance. Supports MPS and partner practitioners.

	20
	Cross-Region Information Sharing Project (CRISP)
	http://www.pito.org.uk/newsroom/pito_news/html/winter2002/story9.html
	An information-sharing tool for Police Forces to access their own legacy IT systems, and query a local database of aggregated data regularly transferred from various source systems.

	21
	Police Local Cross-Check system (PLX)
	http://www.pito.org.uk/newsroom/pito_news/html/spring2005/story13.html
	A searchable index which will enable the CRB to check which forces hold intelligence about an individual for vetting purposes.

	22
	Veterans Health Administration (USA)
	http://www.connectingforhealth.nhs.uk/worldview/protti4/
	An example of the benefits of data sharing, the VHA covers more than 1,200 care sites, including acute care hospitals, ambulatory facilities, skilled nursing facilities and pharmacies, and contains a single health record of 8.5 million veterans in 22 regions across the USA.

	23
	Association of British Insurers data sharing scheme
	http://www.abi.org.uk/Display/default.asp?Menu_ID=1140&Menu_All=1,946,1140&Child_ID=458
	An example of the costs of not sharing data, ABI has estimated that fraud suffered by insurers on personal business alone is < £1bn/a. The industry has recognised the need for a data-sharing project. ABI members also share best practice about the most effective counter-fraud techniques

	24
	Medical Research Council’s work to develop good practice guides on data preservation, management and sharing strategies
	http://www.mrc.ac.uk/pdf-jdss_final_report.pdf
	The study is sponsored by MRC, BBSRC, NERC, Wellcome Trust, JISC and DTI.

	25
	e-GIF (e-Government Interoperability Framework) 

Document: (29/11/05): Geographic Information: An Analysis of Interoperability and Information Sharing in the UK
	http://www.govtalk.gov.uk/schemasstandards/egif.asp 

http://www.govtalk.gov.uk/schemasstandards/egif_document.asp?docnum=971
	Sets out a series of standards and policies for sharing information and services across: 

· any citizen facing interface

· any system where data is sent to another public sector organisation

· any intra-governmental information source

	26
	Mantix paper ‘Improving information sharing’
	http://www.mantix.com
	Recommendations for public sector departments & agencies following the CIO Council’s transformational government strategy paper

	27
	Council for Science and Technology Report ‘Better use of personal information: opportunities and risks (2005)’.  

CST report - OPM research into use of personal data by public sector bodies
	http://www.cst.gov.uk/cst/reports/files/personal-information/report.pdf 

http://www.cst.gov.uk/cst/reports/files/personal-information/opmreport.pdf
	Describes how use of personal data by government offers enormous benefits, but that risks must be addressed. Key recommendations include:

· extensive public engagement with the public and civil society groups 

· regulatory and governance frameworks to minimise the risks 

· research into PET 

· creation of federated databases.

	28
	Government Secure Intranet (GSI)
	http://www.ogcbuyingsolutions.gov.uk/gsi/it_telecom_gsisp_internet.asp 
	Provides an infrastructure for secure data sharing. The service is contracted as a framework by OGC, the supplier is Cable and Wireless.

	29
	LINK Interchange Network Ltd – ATM locator
	http://www.link.co.uk/
	LINK shares information on the whereabouts of over 57,000 ATMs in the UK. The company is also willing to share information on individual and batch transactions, subject to DPA and specific circumstances e.g. the Police (for fraud prevention, criminal detection etc.), HM Treasury (for market research and financial exclusion issues etc.).

	30
	The Data Exchange (ODPM-funded initiative)

Links to the LA ‘Best Practice’ website for the Institute of Revenues, Rating & Valuation
	http://www.thedataexchange.org.uk/DataExchangeWeb/Default.aspx?page=6828 

http://www.thedataexchange.org.uk/DataExchangeWeb/Default.aspx?page=6948
	Provides a solution for LAs to securely share data, helping to move collections from a ‘one-size-fits-all’ to a customer-centric approach. Initially available across 354 LAs in England, The Data Exchange integrates with existing council systems to provide a seamless solution for sharing council tax data.

	31
	Immigration, Asylum and Nationality Bill. 

The Bill was returned to the Commons after 3rd Reading with amendments on 14 March ‘06.
	http://www.ind.homeoffice.gov.uk/ind/en/home/laws___policy/legislation.Maincontent.0005.file.tmp/Draft%20outline%20for%20cofp%20clause%2033%20as%20published.pdf
	Allows data sharing between border agencies as part of the transformation of border control through the e-Borders programme. Immigration Service, Police and HM Revenue & Customs will be able to access passenger information from carriers more easily, helping them identify individuals who may present a risk to security or immigration control.


Secure ID and authentication

	1
	BankID (Norway and Sweden)
	http://www.bankid.com/BankidCom/EnglishMaster.aspx
	Secure electronic identification and signature on the Internet (using PKI), for use by members of the public, authorities, companies and other organisations.  Link to BankID White Paper.

	2
	Crossroads Bank for Social Security. Belgian back-office integration system and an e-portal solution for improved service delivery to socially insured people and companies in Belgium.
	http://ksz-bcss.fgov.be/En/CBSS.htm
	Claimed as an example for all Europe. Future plans for the e-identity card to be used for electronic authentication.

	3
	USA Personal Identity Verification
	http://csrc.nist.gov/piv-program/index.html
	USA standards for personal identity verification for all Government employees and contractors. FIPS201-1

	4
	Bolton MBC and Blackburn-with-Darwen
	http://www.bolton.gov.uk/pls/portal92/docs/15609.HTM
	Interoperability pilot of the National Smartcard Project. Enrolment process, for Libraries, Leisure and Concessionary travel, shared between Bolton and Blackburn.  Concessionary travel pass issued by either Authority is accepted by bus operator.

	5
	Government Connect
	http://www.govconnect.gov.uk/ccm/portal/
	Government Connect is an initiative led by local authorities, the ODPM and the e-Government Unit of the Cabinet Office. It brings together a range of essential tools, from technical solutions to practical advice, which will enable the improvement of e-Government service delivery channels and improve service delivery to the front line.

	6
	UK Online annual report
	http://www.cabinetoffice.gov.uk/e-government/search/searchresults.asp?search=authentication&site=thissite
	Government has piloted an ‘HMG Root Certificate Authority’ to enable public sector PKIs to be linked into a trust hierarchy. This will enable departments to become part of the same hierarchical trusted infrastructure and allow officials in different parts of the public sector to authenticate each other.

	7
	Government Gateway and DotP (Delivering on the Promise)
Service Delivery Executive Report
	http://www.cabinetoffice.gov.uk/e-government/docs/responsibilities/document_library/pdf/edt_monthly_report_0511.pdf 
	Several local authority authentication services at different security levels

	8
	TietoEnator Corporate Banking and Valimo Wireless strong mobile authentication for eBanking in Finland and the Baltic
	http://www.valimo.com/cgi-bin/en/content.php?Level1=press&Level2=news&Level3=enatorvalimo
	Offers strong mobile identity solutions to the banking and insurance sectors based on a variety of authentication methods including one time passwords (OTP) and wireless PKI (wPKI). Authorization to conduct and confirm transactions can be tied to an individual's job description and decision-making profile, instead of to a physical work station.


Security, Data Protection and Good Practice Protocols

	1
	Information Directorate (IFD) 

(a) Security Protocol (No. 1)*

(Due for review 31st March 2006)

(b) Management of Data Protection*

(c) IFD Data Protection Policy*

(d) Guidance for Staff Behaviour with respect to Data Protection*
	wpls@dwp.gsi.gov.uk 
	(a) & (b) provide guidance to staff relating to Data Protection, Security and appropriate staff behaviour to help maintain good practice relating to data protection, + System Access procedures and the Work and Pensions Longitudinal Study

(c) & (d) give an overview and set out the Management of Data Protection within IFD – who is responsible for what.

	2
	Subject Access Requests (SARS) - Security Protocol (No. 5)*

(Due for review 31st March 2006)
	wpls@dwp.gsi.gov.uk
	Summarises procedures that apply to Subject Access Requests (SARs) within the Information

	3
	Roles and responsibilities for Data Controller, Data Processors, Data owners and Project Managers - Security Protocol (No. 8)*

(Due for review 31st March 2006)
	wpls@dwp.gsi.gov.uk
	To inform Analytical Community staff about some general and specific roles and responsibilities for processes involving personal data. It includes DWP’s role as data controller and processor. It also covers responsibilities of data owners and project managers acting in either of these roles.

	4
	DWP Information Directorate (IFD) - Security Protocol (No. 9)*
	wpls@dwp.gsi.gov.uk
	Sets out guidance on the most common security issues in IFD. See attached document (IFD Security Protocol No. 9).

	5
	DWP’s Right to Process Data - Informed Consent & Confidentiality - Security Protocol (No. 2)*
	wpls@dwp.gsi.gov.uk
	Aims to make staff aware of the requirements which need to be met for the mandatory or voluntary collecting and processing personal data.

	6
	DWP’s Management of Data Retention and Destruction Statements - Security Protocol (No. 5)
	wpls@dwp.gsi.gov.uk
	Sets out guidance on the need for a statement stating how long data will be held for and the process for creating and maintaining this statement.


* Please note this attachment is an extract from a larger set of documents and some of the hyperlinks within it will not work.
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