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EURIM Supports Information Commissioner call for realistic penalties for Data Protection Abuse

As Chairman of EURIM, the Parliament-Industry Lobby concerned with ICT policies, I strongly support the Information Commissioner's call for prison sentences for illegal buying and selling of information. We also need to address the copying of files of personal details to support systematic identity theft and fraud and the provision of personal data to terrorist groups, whether from the files of the DVLA, the shareholders registers of pharmaceutical companies GSK or intelligence files of law enforcement agencies.

But we also need to address the other side of the coin. The failure to have accurate, joined-up information when and where it is needed causes much avoidable suffering, pain and even death as well as hampering action to protect the vulnerable and address systematic criminal activity and abuse. Those running personal record systems need very much better guidance as to who are allowed access, who are not, how to tell the difference and who to consult when in doubt. The Information Commissioner's excellent report "What Price Privacy" focuses on "Private investigators, tracing agents and their operatives making payments to staff or impersonating the target individual or another officials". The Transformational Government Implementation Plan states that "The Department of Constitutional Affairs is currently reviewing the penalties for wilful misuses or illegal sharing of data to ensure that they are sufficiently strong to deter abuse.". It also refers to the establishment of a time-limited Ministerial Committee on Data Sharing, MISC 31 "to develop the Government's strategy on data sharing across the public sector.".

The EURIM Personal Identity and Data Sharing Group has been looking at the issues in this area, is currently putting flesh on the recommendations it made during the run-up to the last General Election and has identified the need for realistic criminal sanctions for deliberate abuse by staff or contractors. The EURIM Group looking at the actions necessary to address the rising tide of E-Crime has similarly identified the need to improve the governance of personal data, with programmes to ensure that all staff, including contractors and sub-contractors with access, are adequately trained in basic systems security, including how to check requests for information.

Details of the work of both groups can be found on www.eurim.org.uk
I very much hope that by the time Richard Thomas publishes his report back in six months time we will have seen action on his recommendations. This might be a friendly amendment to the Police and Criminal Justice Bill currently in progress or a short Bill from the DCA that also covers the other issues that MISC 31 will need to address as a matter of urgency to ensure that information is efficiently and securely shared when it needs to be, while ensuring effective protection against abuse and public confidence that the processes work.

Note for Editors: EURIM is the parliament-industry group concerned with ICT related issues. It combines the functions of a policy research and lobby group with routines for the rapid communication of members' concerns to policy makers. For more details visit www.eurim.org.uk or contact Margaret Moran MP (Chair) on 020 7219 5049 or Philip Virgo (Secretary General) on 020 8761 5926.

